e A e

NSWC/WOL/TR 75.193

75-193

ADA022961

NSWC,/WOL/TR
/
-
o]
-

| WHITE OAK LABORATORY

EMP DESIGN GUIDELINES FOR NAVAL SHIP SYSTEMS

BY
T RESEARCH INSTITUTE 22 AUGUST 1975

NAVAL SURFACE WEAPONS CENTER
WHITE OAK LABORATORY
SILVER SPRING, MARYLAND 29910

® Approved for public release; distribution unlinuted.

NAVAL SURFACE WEAFPONS CENTER
WHITE OAK, SILVER SPRING, MARYLAND 20910




l)IS C LAIMER 1CE

THIS DOCUMENT IS BEST
QUALITY AVAILABLE. THE COPY
FURNISHED TO DTIC CONTAINED
A SIGNIFICANT NUMBER OF
PAGES WHICH DO NOT
REPRODUCE  LEGIBLY.



UNCLASS1FIED !

SECURITY CL;} ICATION OF THIS PAGE (When Data Entered) & ol

PORT DOCUMENTATION PAGE BEFORS CORPLE o i

g A
‘ @ C/WOL | TR75- 193"7 s GWr{ E? 777—/9 Leats fg

e L nn s e L - B S
EH:P DESIGN GUIDELINES FOR NAVAL SHIP SYSTEHS

RANT NUMBER(e)

T

/
15 g
TR Reseasch Institute 4N6ﬂ921-74-c-ﬁl76j/

9 PERFORMING ORGANIZATION NAME AND ADDRESS 10. PROGRAM ELFMENS, PROJECT, TASK
AREA & WORK UNIT NUMBERS

ITT Research Institute 62734N, F34384, ZF34384001,
10 West 35th Street e MAT(3423020143

¢ is 60616 A=

11 CONTROLLING OFFICE NAME AND ADDRESS » S
Nuclear Weapons Effects Division // 75 /
Naval Surface Weapons Center BTy
Silver Spring, MD 20910 250

orgnt, Tce) '15 SECURITY CL ASS. (of thie report)
- /u_,a,u//*

: UNCLASSIFIED
/\//{ /"/(’ ﬂ{}?: ~ ( Sa. DECL ASSIFICATION/GOWNGRAGING

" | C

{ Approved for public release; distribution unlimited. N Qo
‘ NN\

’T/ ./Ma:z,z )

3 -
v

e : .
025 719 ; Zel entered in Block 20, Il dilferent from Report) L(:__ . 1'%
' W A
\ '\ G

-

( /jZF"vé— ‘?7/ MAT - p34-43 ¢/2¢/-‘/39

|rgppx £ MENTARN-NGPEY
This work was sponsored by the Naval Surface Weapons Center under

task area ZF34384001 ?7 EZ F3 : - 3’?‘71- ¢¢l’l

19 xEy wORDS /Conttnue on reverse eide il neces

Electromagnetic Pulse Nuclear Weapons Effects
HEMP Nuclear Warfare
Hardening Guidelines Defense

A Ship Hardening

Electronics Pcotection
20 ABSTRACY rConttnue on reveree elde il nececesry and ldentity by bleck number)

( This document presents a wethodology which can be applied to hardening ships

against a nuclear electromagnetic pulse (EMP). The problem is discussed, a
basic protection philosophy is advanced and general requirements and criteria
are presented. This is followed by a more detailed discussion of the collectiop
and coupling of EMP energy via antennas, antenna-like eélructures, apertures,
and cables. Then sowe protecticn devices are discuased, as well as good

( construction and installation practices. The applicability of such devices and
‘ e as well as for those yet to

% S/N 0102-016¢- 6601

SECURITY CLASSIFICATION OF TiIS PAGE (When Dete

= oty 1473 eoition oF 1 Nov 63 18 oesoLETE e bullt. \

o e

_l L, L 3l




vCLASSIFIZD 4

LLUURITY CLASSIFICATION OF THIS PAGEIWAY-"_ J Enteved)

3
1

<

SECURITY CLASSIFICATION OF THIS PAGE(When Dete Ente-

e ——— —e



NSWC/WOL/TR 75-193 22 August 1975

4 {r EMP DESIGN GUIDELINES FOR NAVAL SHIP SYSTFMS

{ This document is the first issue of a handbook for incorporating

| ; EMP hardening in Navy ships. The material presented is addressed to
the ship design community, and is intended to provide an awareness
and appreciation ot the EMP threat to Naval ships and to give design
guidelines and techniques for the hardening of Navy ships to the
effects of this threat. When applied to the hardening design of a
given ship, these guidelines should be amplified in detail usiag the

{ results of a continuing technology development program being conducted

{ by the EMP Branch of the Nuclear Weapons Effects Division of the
White Oak Laboratory of the Naval Surface Weapons Center.

h L The guidelines presented in tkis docuyment were compiled for the

i Naval Surface Weapons Center by the ITT Research Institute (IITRI)
undei contract No, N60921-74-C-0176. IITRI staff members making
substantial contributions to the_gEggggggggg_gj_;hia_nandhnpk include
Dr. Kenneth Kaag, Dr. Yih Shiau, Dr. E. W. Weber, Mark Gagner and

( T. A. Hartin. Important suggestions and technical direction from

NSWC were provided by Dr. Robert Haislmaier, Dr. John Malloy, William
Emberson and Norman Taslitt, and from IITRI by J. Bridges, I. Mindell, and
J. Kratansky.

Comments and suggestions regarding this document are solicited. They
should be submitted to:

( Commander
Naval Surface Weapons Center

Code WA-502, Rm., 130-108
Silver Spring, MD 20910

2JOHN H. MALLOY

By direction
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CHAPTER 1

INTRODUCTION

1.1 Statement of Problem

Under the proper circumstances a portion of the energy released during a
nuclear detonation can appear as an Electro Magnetic Pulse (hence, EMP) having
the same frequencies or wavelengths as those employed by most commercial radio
and military system equipments.

Two unique properties of EMP are of crucial significance. Because of its
extremely great "damage range", EMP is capable of disabling electrical and elec-
tronic systems as far as 2000 miles from the site of the detonation. Thus EMP
can cause severe disruption and sometimes damage when other prompt weapon effects
such as nuclear radiation effects on electronics, blast, thermal effects, dust,
debris and biological effects are all absent. This means that a high-yield
nuclear weapon burst above the atmosphere cculd be used to knock out inadequately
designed electrical and eiectronic systems over a large area of the earth's
surface without doing any other significant damage. The second significant prop-
erty is that the "monopulse transient" nature of the EMP signal is indicative of
the spread of EMP energy throughout a broad frequency band. This means that
nearly any of the known mechanisms or modes for coupling EMP signals into elec-
trical/electronic equipment will be excited, whether it be an antenns,

a cable, an aperture, water pipe, or what have you.

EMP has been recognizesd as a potential threat to electronic and electrical
systems since about 1960. From the Navy's standpoint, a proliferation of factors
has greatly increased the significance of this threat:

1. The increasing dependence on electronics in the design of
operational and mission critical systems utilized on the
Navy ships of today, and

2. The increasing demand and subsequent utilization of miniaturized
electronic components {e.g. semiconductor devices) to implement
these system designs.

The use of semiconductor or solid-state devices provides the desired advan-
tage of reduced size, space, weight and power requirements which are all highly
desirable from the ship designer's point of view. Jnfortunately, these devices
are also among the most susceptible electronic components to damage by EMP.

1-1
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The spectrum and waveform of EMP differ from those of any other natural
or commonly used man-made sources. The spectrum is broad and extends from
extremely low frequencies into the UHF band. The time waveform indicates a
higher amplitude and much faste rise time than, for example, the fields
generated by a nearby lightning stroke. Since EMP is sufficiently different
from any other eleciromagnetic e:nvironment usually encountered, it follows
that protection practices and components for non-EMP environments--radio-
frequency interference, lightuing, radar, etc., will not provide adequate
protection against the EMP threat.

This manual provides guidelines and design practices to maximize pro-
tection of electrical equipment and systems on ships against the EMP threat.
Chapters 1 and 2 discuss the problem from an awareness point of view. The
generation of the energy, the collection of the energy, effects on equipment
and devices, and basic protection concepts are included in these chapters.
Specific design imformation related to device and system protection for new
systems is presented in Chapters 3, 4 and 5. Chapter 6 discusses specific
procedures which may be used to improve EMP protection in installed systems.

1.2 EMP Generation ana Propagation

When a nuclear device is detonated in the upper atmosphere, gamma rays
radiate outward from the point of burst (see Figure 1.1). The gamma rays
interact with air molecules in the gamma absorption layer (20-40 km altitude)
to produce Compton electrons which initially travel toward the earth's surface.
However, they are deflected by the earth's magnetic field causing electromagnetic
energy to be radiated towards the surface of the earth.

Compton electrons that move parallel to the geomagnetic field are not
deflected, thus, the EMP amplitude is small in two directions along the geo-
magnetic field line passing through the burst point. The EMP amplitude is a
maximum on those rays from the burst point which run perpendicular to the geo~
magnetic field in the source region. Since the locatinn of enemy bursts relative
to the location of Naval vessels cannot be predicted, one should EMP-~harden to
this maximum environment condition.

Owing to the great height of the source region above the earth's surface
in the case of ar excatmospheric burst, thc radiated EMP appears over & sub-
stantial portion of the earth's surface., Figures 1.2 and 1.3 illustrate the
relation between height of burst and EMP coverage of the earth's surface. For
example, the distance from a burst point 400 Xilometers sbove the earth's surface
to the horizon is 2,2%0 kilometers or 1,400 miles. Hence, the EMP radiated from
such & high-altitude bturst will illuminate more than five million square miles
of the earth's surface. (Compare this with the three million square mile area
of the continental U. 3.). This points up one very significant aspect of the
EMP protection problem for Navy ships. Since a high altitude burst can occur
anywhere about the globe and Naval systems have a world wide distribution, no
spec!ic deployment or flect distribution is relevant when considering the EMP
hardeaing requirements for Naval systems in general.

1-2
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Fig. .2 GEOMETRY FOR EMP FROM HIGH-
ALTITUDE BURST
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Fig.1.3 TANGENT RADIUS FOR A HIGH-ALTITUDE BURST
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1.3 EMP Waveshape

The far field characteristics of the radiated EMI' produced by a single
high altitude detonation can have considerable variation in amplitude, wave-
shape, and propagation characteristics depending upon the weapon yield, the
| { location of the observer, the height of the burst and the orientation of the

earth's magnetic field relative to the burst point. One can, however, define

a field environment which will not be exceeded by a significant amount, nor is
| it much greater than the average field environment that Naval ships can be
expected to encounter, i.e., it is close to the maximum EMP-environment ccn-
dition without being too far from the average.

This composite EMP field environment is shown in Figure 1.4 in terms of
the incident electric field strength at the surface of the earth. In free space,
the EMP Tield propagates as a plane wave. Therefore, the ratio of the electric
and magnetic field strength is a constant (i.e., 3772}, and orientaticn or
polarization of the EMP field can vary depending on the geographic locations
of the burst point relative to the point ot observation.

S

Although the EMP field depicted in Figure 1.4 does not clharacterize any
actual EMP waveform prcduced by an exoatmospheric nuclear burst, it is never-
theless an extremely useful representation for approximating or estimating EMP
effects by analysis. As such it is the characterization that is used throughout

this document where analysis is employed to develop specific design guidelines.
For analysis and hardening of Navy platforms and systems, the reader is adviszed

to obtain EMP waveforms from the Nuclear Program Office of the Naval Surface
y Weapons Center, Silver Spring, Maryland 20910.

»

| To facilitate the analysis of coupling and/or penetration of the incident

EMP on Naval ships it is convenient to represent the waveform given in Figure
1.4 vy

( Bo) = 2 (O B (1.1)
vhere:1, 2
t = time in seconds
! a = 1.5x 105 sec!

B = 2.6 x 108 sec-1

Emax(t) = E(t;) = E; = 50,000 volts/meter
(: t] = time to peak or maximum value
> b = normalizing factor = e“atl - e-Btl

% 1-5
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and the magnetic field intensity is given as

H(t) = %iﬁl (amps/meter) (1.2)
0

where Ny is the intrinsic impedance (377Q) of free space.

it is to be noted in this expression that the rise time t_ of the EMP pulse
is on the order of 10 ns and the fall time t, is about 2 lsec fsee Figure 1.4).

The EMP amplitude spectrum covers an extremely broad frequency range ex-
tending from very low to microwave frequencies. The rate of attenuaticn of the
ampliitude spectrum is shown in the plnt of Figure 1.5 where the break frequencies
are determined by the time constants of the EMP waveform given in Equation {1.1).
This plot is obtained fiom the log-magnitude of the Fourier transform expressicn
for Equation (1.1) which is given by:

E )
20 log |E(Jw) | = 20 log '% l Cw +(2)-(?u)1 + B) | (1.3)
E
= 20 log o (8 - o)
b/((;‘ +a?) (& + 82)
where
w = 2nf
f = frequency in Hz

It is important to note that th2 spectrum obtained is almost constant below
the MF range. From an equipment sticdpoint, this means that EMIU is difficult to
filter and can couple into electronic circuitry over a wide 1ange of frequencies.

1.4 Basic Protection Philosophy

The first and basic principle in the EMP protection of ships is to keep the
EMP environment outside the areas or regions containing susceptible electronic/
electrical equipments. This requires that these sensitive interior areas be
electromagnetically isolated or insulaied from the extarnal EMP environmznt.
Techniques for accomplishing this include shielding, the control and/or suppression
of field penetrations through this shielding, the control and/or suppression of
conducted EMP energy into interior regions, and, where possible, the utilization
of less susceptible electronic/electricai equipments.

1.4.1 Eavironment Reduction (Shielding)

The ideal structure from a shielding standpoint would be a thick walled,
highly conductive sphere with no seams, apertures, or cable entries. However,
a structure which is intended tc serve a useful purpose will require the following
veriations from the ideal case.

1-7
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® The shape is influenced by nonelectrical aspects of its use. For

example, & ship is designed based on hydrodynamic principles and
mission designation.

o Construction must be reasonably economical which usually dictates the
thickness and type of material used as well as the need for seams.

e Apertures and doors must be included to provide access to the interior.
o Heating, cooling and ventilation are usually required.

® Any electricsl equipment requires cable entries for power and signal
transmissions.

The variations from the ideal shielding practice are illustrated in
Figure 1.6. Except for the 1.~t thal lurger dimensions are involved, the
shielding problems encountered on a ship are the same as those shown in this
figure.

Shielding of interior circuits is provided by the ship's hull and super-
structure, by cable shields covering wires connected tc the circuits, by com-
partments internal to the hull and by shielded equipment cabinets -~nclosing
the circuits. The hull and internal compartment shielding integr..y is degraded
by cable entries, antennas and other apertures. Aperture penetratiouns can be
controlled by the use of waveguides below cutoff (for small holes) and conductive
coatings and wire mech over larger epertures and other dielectric surfaces.
Doors, hatches and panels can be sealed with concductive gaskets and spring

fiugers. Joints and Semms in the hull and internal compartments can be controlled
by good borncing practices.

Cables can be shielded bty flexible braid or by soiid conduit. In both
cases, connectors used on the cables should maintasin shielding integrity by the
use of spring fingers and r-f{ gaskets to circumferentially enclose the shield.

Sensitive electronic circulits are often enclosed in shielded cabinets or
enclosures. The seams, Joints, vents and access doors in these equipment

enclosures should be controlled in the same way as for the ship's hull.

1.4.2 Collection Efficiency Reduction

In addition to direct penetration through shield enclosures, energy may be
transmitted to internal areas via conduction on cebles and cable shields.
Minimizing the conducted energy requires minimization of the collection efficiency.
Antennas should be designed to operate in as narrow a frequency band as possible
consistent with the requirementis of the equipment which is connected to the
antennas. Cables which are run above the ship's deck should be routed within
solid conduit and/or inside the superstructure to provide additiona)l shielding
and hence lessen direct exposure to rMP energy.

Internal cable runs should be rcuted in a manner which avolds the formation
of loups. This requires a single ground point system within any compartment
to minimize ground lcops.

1-9
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1.4.3 Circuit Protection Techniques

The main line c¢f defense against EMP energy is provié.d by shielding
and the minimization of collection efficiency. However, it must be recog-
nized that neither of these procedures can be perfect in practice and,
therefore, some energy will appear on conductors which are connected to
electrical equipment. This energy can result in a Aisruption of the normsal

circuit function (transient upset) or may cause permanent damage to components
in the equipment.

There are basically three methods which may be employed to reduce the
effects caused by transient energy which appears on conductors.

° Reject or dissipate a portion of the energy by inserting filters
and/or amp.itude limiters between the conductors carrying the
energy and the equipment to be protected.

° Choose components wvhich have larger energy damage thresholds.
Also, design circuivs such that the sensitivity and response
time does not exceed the functional requirement of the system.

° Provide a capability for the temporary interuption of information
and/or signal processing when an EMP event has occured. This
will require prior information regarding the EMP event either
by event sensing or early warning devices.

The decision to apply these procedures to a particular piece of equipment,
individually or in combination, is based on the characteristics of the
expected energy surge (energy level and duration) and on the role which
this equipment plays in the success of the mission.

1-11
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CHAPTER 2

GENERAL REQUIREMENTS

2.1 Systen Protection Requirements

«MP protection must be considered from a total system standpoint with
completion of the military mission as the primary goal. Determining what vo pro-
tect involves the classification of equipment and systems according to their
mission function and their capability to withstand energy surges. Precise protec-
tion methodologies will depend on many factors which include but are not limited
to the following:

® expecied threat conditions

® reduction of exposure (external cables)

e reductior of penetration (shielding practices)

e reduction of cable interaction {cable run plan)

e reduction of coupling in internal regions (ground plan)

e placement of critical equipment in internal regions which
provide greatest naturs) shielding

e vcquipment interaction under energy surge conditions

® methods for improving the ahility of electronic
cquipment to withstand ernergy surges.

The above list is no:v intended to be all inclusive, but rather to draw atten-
tion. Lo the major areas of concideration. Due to the large energy and broad
frequency spectrum associated with "MP, nrotection requirements cannot be met by
considering any one item above exclusively. The allocation of protection afforded
by each procedure nust be determined early in the program for proper cost effec-
tiveness.

2.2 OSystem Hardening Allocation

A systematic approach to the EMP protection prcblem provides early identifi-
cation of electrical systems which required special attention. The determination
of potentially vulnerable gystems is based on the susceptibility of the components
or equipments employed in the system and the expected exposure of the system to
EMV energy.

2-1
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The ranking of systems in terms of their susceptibility to EMP energy
requires a knowledge of specific equipment to determine its functional type
(digital or analog), major subsystems and interfaces, and the fabrication
technology (vacuum tube, transistor or integrated circuit). A general guide-
line for the ranking of Naval systems with respect to thzir susceptibility to
EMP is given in Table 2.1. The less susceptible equipment or components
included in the table would be made more susceptible if they were connected to
long exposed cable runs, such as intersystem wiring or exposed power or tel -
phone cables,

A serond consideration involved in the decision to apply special protection
procedures to specific systems is their relative degree of exposure to EMP energy.
This is established by the location or distribution and interconnection of systems
as determined in the conceptual design phase of development.

In general, systems which are housed in ccompartments which have no penetra-
tions by cables or other conductors that have been exposed to the EMP and are
well below deck would be ranked low in terms of exposure. A high exposure
ranking would be given to systems located in the superstructure, particularly if
the compartment has large apertures such as windows. Specific information on
exposure is available from the Naval Surface Weapons Center (NSWC). This infor=-
mation is obteined from a continuing test program using the EMP Radiation Environ-
ment System Simulator (EMPRESS) facility which is located at Solomons Island,
Marviand. Monitoring of currents and voltages on cables and field strengths in
compartments of a ship which are subjected to the simulated EMP provides an
exposure level mapping which is indicative of the threats ‘thich will be experi-
enced within ships of similar construction and geometry.

The final criteria for application of protection is the mission criticality
of each system. The ranking of most important versus expendable is a value
Judgment depending on the tactician's view. As an example, the voice communi-
cation system may not be vital whereas the Navy Tactical Data System would
receive a high criticelity rating.

The coliection of criteria for additional protection may be presented in
tabular form as illustrated in Table 2.2. In this table, both centers and
systems are listed to provide & crosscheck and to take into account the fact
that some systems can be part of more than one center. A low mission criticality
ranking will generally eliminate a center or system from further hardening con-
siderations. However, if EMP exposure is high, the possibility of this system
providing energy tlow paths to more critical systems must be considered.

A teble of this type reveals the specific EMP problem which may exist and,
therefore, the most direct corrective measure which may be takea, i.e., high
exposure indicates the need for additional shielding while high sensitivity can
be lowered using protestive devices. In some cases, a potential problem caused
by high exposure can be corrected by a simple relocation of equipment if the
problem is recognized early enough in the design stage and the relocation does
not interfere with construction or tactical requirements.

After deciding which systems need special EMP hardening attention, additional
analysis is used to determine the level of protection that is required and the
specific procedures which will provide the necessary reduction in energy levels.

2-2
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Table 2.1

Systems Susceptibility Ranking

Most Susceptible:

Less

Low power, high speed digital computer (upset) either transistorized
or vacuum tube

Systems employing transistor or semiconductor rectifiers (either
silicon or selenium), such as:

computers

transistorized power supplies

alarm and intercom systems

lit'e-support system controls

some telephone equipment which is partially transistorized
transistorized receivers and transmitters

transistorizea 60 to LOO Hz converters

transistorized process control systems

power system controls

Susceptible:

All vacuum tube equipment (does not include equipment with
semiconductor or selenium rectifiers)

transmitters intercoms
receivers teletype-telephone
alarm systems pover supplies

Equipment employing low current switches, relays, meters

alarms pancl indicators
life-support systems status boards
power system controls process controls

Hazardous equipment containing

detonators explosive mixtures
squibs rocket fuels

Long power cable runs employing dielectric insuletion; equipment
asgociated with high energy storage capacitors or inductors

Least Suscentible:

High-voltage 60 Hz equipment

transformers motors

heavy duty relays lamps

heaters circuit dbreakers

rotary converters air insulated power cable runs
2-3
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2.3 Allowable Degradation

The allowable degradation which may occur in a particular piece of equipment
is dependent on the role which that equipment plays in the success of the mission.
There are two types of degradation-~functional damage and transient operational
(‘ upset. Functional damage results when the energy content of the EMP transient
causes a permanent change in the electrical characteristics of devices or compon-
ents in the equipment. Operational upset results when the system processes the
3 EMP transient as a normal information signal and produces an erroneous output.

Functional damage is manifested in two forms--parametric change and cata=-
strophic failure. Psrametric change refers to changes in the value of resistors,
beta or leakage current of transistors, etc., This alteration of parameter value
may result in a change in circuit performance. The acceptable level of circuit
performance places limits on the allowed change in parameter values. Relating
the change in parameter value to the energy contained in the EMP transient by
[ analytical or empirical methods results in a tolerable energy threshold. The

establishment of this threshold must include provision for multiple transients
, as indicated by the threat scenario since the effects of more than one energy
r ( surge may be cumulative. When a catastrophic failure occurs, such as a short
circuit or open circuit in a ccmponent or device, the equipment can no longer
function. Failures of this type are also relatable to energy thresholds and
cannot be tolerated in mission critical equipment.

Determination of systems whose functions can tolerate operational upset

requires an assessment of the equipment in terms of its operational and perfor-

( mance characteristics. This assessment can be done on the basis of response time
or update time. For example, consider analog equipment such as an interphone.

: Typically, the system output is aural, and the system contains no memory. A

| transient will upset this system, at most, for a time of the same duration as
that required for equipment startup after a momentary power dropout. Normal
operation will result within milliseconds after transient decay, so that no more

( than a syllable or two of a verbal message will be lost. Similarly, a single
erroneous status update by a digital system used only to drive an instrument
display at a low sample rate would entail no serious consequencesssince human
reaction time will tend to filter incorrect system responses. Upset in either
of these systems will not cause adverse cystem reaction so that neither system
has critical functions susceptible to EMP-induced upsct.

Redundancy, memory and discrimination may also be used as criteria for
evaluating the upset tolerance of systems. For example, consider a subsystem
which interfaces with man. In this case, permanent errors, such as isolated
language errors in the output of a teleprinter, have little chance of upsetting
the meaning of the total text. The same type of error in non-redundant numerical
rodes could be the cause for upset of critical functions.

When considering time requirements for update of system output,, particular
attention must be given to stationary nondiscriminatory loads such as electro=-
explosive devices, ejector solenoids, and other one-shot devices. Many of these
devices have operation times which are much shorter than normal update periods.

The case of reset or reload must be considered when screening for upset. If
( operation and configuration permit equipment to be reset or reloaded as in the case
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of a memory scramble, and if it can be shown that the transient perturbation
(causing the scramble) produces no concomitant hazardous or catastrophic event,

then upset is not a problem and further analysis of the problem is not necessary.
However, if a circuit malfunction can cause interference with a mission critical
function, tnen upset is a problem and circuit analysis must be initiated to identify

sensitive devices and to analyze their package interface threshold and voltage/
current characteristics.

2.4 Equipment Degradation Threshclds

A potential EMP problem can be identified as follows: The energy collected by
a particular structure is compared with the minimum energy to damage or upset the
components and circuits in question. If the energy collected exceeds the minimun
energy required for damage or upset, then a potential problem has been identified.

Devices which may be cusceptible to functional damage due to electrical
tra.nsients‘»vare:

1. Active electronic devices (especially high frequency transistors,
integrated circuits, and microwave diodes).

2. Passive electrical and electronic components (especially those of
very low power or voltage ratiags or precision components).

3. Semiconductor diodes and silicon controlled rectifiers (especially
those used in power supplies connected to long cable runs).

L. Squibs, detonators, and pyrotechnical devices.

wun
.

Meters, indicators, or relays.

[
6. Insulated RF and power cables (especially those running near
maximum ratings and which are exposed to humidity or abrasion).

Devices or systems which may be susceptible to operational upset due to
electrical transients are:

1. Low-power or high-speed digital processing systems.
2. Memory units.

3. Protection or control systems for the distribution of
60 or k0O Hz power.

L. Subsystems employing long integration or recylcing times for
synchronizatinn acquisition or signal processing.

Degracation thresholds may be determined analytically or empirically. In order

to reduce the scope of the analytical problem, several assumptions are generally
made in the analysis. Among these are:
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1. Semiconductors are frequenctly more susceptible to damage
from a transient pulse than other components, and often are
considered to be the only susceptible componunt.

2. When experimental degradation data are not available, extrapolation
of data according to theoretical models can be made.

3. Although a representative waveform is generally used in
susceptibility analyses, data bases obtained from square pulses

are assumed to be adequate; particularly if the energy content
cf both is the same.

4. Nonlinear responses such as arcing or leakage are neglected.

5. Synergistic effects are not considered.

The impact of these assumptions upon the accuracy of a given system degradation
assessment will vary depending upon the particular system.

The major advantages associated with an analytical approaca are:

1. It can be perfcrmed early in the program before the circuits
and systems are constructed.

2. The exact form of the expected incident voltage or current
waveform can be used.

3. Circuits or systems which are found to have low energy failure
thresholds may be modified "on paper" and reanalyzed with
minimal time and effort.

l,. It reduces the empirical testing required by catagorizing those
circuits and systems which have borderline failure thresholds.

The major pitfalls in the analytical approach are related to the assumptions
that nonlinear responses are known and can be adequately modeled or can be ignored.
For devices, reasonable nonlinear models are usually available. However, other
nonlinear responses such as «ould be caused by corrosive interfaces are difficult
to predict and to model. In addition, there is the possibility of overlooking
energy flow paths in the mode.iing of complex systems. For these reasons, a testing
program should be included in the determination of degradation thresholds. However,
the greatest emphasis in the empirical work will be on the circuits and systems
which have borderline failure thresnolds. Those systems which are predicted to have
a wide margin between incident energy and failure threshold should be spot checked
experimentally to verify the analytical results.

2.5 Zoning

The protection requirements for & piece of equipment, & subsystem or a system
are dependent on its failure threshold, allowable degradation and expected threat
level. A systematic approach to providing the necessary protection levels involves
the concept of zoning.
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Consideraticns of EM zones within a system nearly always appear overtly in
terms cf shielding effectiveness. Zone boundaries are generally constrained to
coincide with major geometric or structural contours, or with intentionally intro-
duced shields or shielding exclosures. Thus, it is usually the care that zoning
consicderations do not appear explicitly in an EMP systems analysis. However,
there are system cases in which the EM geometries are so intricate that elementary
shielding considerations are obviously inadequate. It is then essential to perform
a meticulous mapping of the EM zones.

EM zones may be defined in two general ways:

1. Environmental zoning, in which the magnitude and shape of
the field pulse is defined within the successive regions from
outside progressing inward.

2. Suceptibility zoning, in which the magnitudes and frequency
(or time) domains corresponding to the vulnerability
thresholds are scaled from inside progressing outward.

In a "good" system, zone boundaries appear as (more-or-less) concentric
contours and there is a reasonable coincidence between environmental and suscepti-
bility zones.

Required attenuation of fields in one area .s dependent on the whole system
shielding plan; for example, the protection provided by the hull determines how
well compartments and cables must be shielded. Alternatively, the attainable
cable and compartment shielding dztermines the protection level required from the
hull. Overall prctection requirements are based on the electronic circuit
sensitivity.

All subsystems with similar failure thresholds in the overall system must be
shielded to protect against the same external field level. It does no good o
harden one subsgstem to peak external field of 106 V/m, while another subsystem
will fail at 10”2 V/m. Alsc, a subsystem which is not essential to mission
completion ne2d not be hardened, however, it is necessary that the subsystem not
provide a path for energy to couple into systems which are essential to mission
completion.

A system should not be overhardened; i.e., hardened to levels much higher than
is required to survive since unnecessary penalties in cost and weight can result.
However, it is reasonable to provide some margin of safety. Considering the
variations in actual characteristics, in ambient environment, end the uncertainties
in manufacture and construction, a margin of safety in the range of 10 to 20 dB is
frequently used.

The design and analysis techniques which are used to determine and implement
required protection levels are presented in the following chapters of this manual.

2.6 Electromagnetic and Radio Frequency Interference
Specifications &nd Standards

The specifications and operation of all systems and pieces of equipment used
on naval ships must meed the applicable standards such as MIL-STD-461/462, and
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MIL-STD-1310C(NAVY). Hcwever, meeting these standards does not, in itself,
guarantee hardening to EMP effects. Radio frequency interference specifications
generally fall into two categories, inter- and intra-system specifications and
requirements. The inter-system requirements generally have no EMP significance,
since these requirements are generally concerned with obteining data for modeling

the low level responses, generally in-band, of equipments for spectrum allocation
purposes.

Intra-system requirements are more applicable to equipment EMP protection.
These include NACSEM (TEMPEST), lightning, HERO (Hazards of Electromegnetic
Radiation to Ordnance), hull noise suppression, and electrical safety. These
procedures or requirements will be separately discussed as follows.

2.6.1 Lightning

Prctective measures, particularly terminal hardening surge arrestors, as
usually apuvlied for lightning protection will provide some unknown measure of
EMP protection. The lightning hardening procedures in general, involve identi-
fying the points of likely strikes, either reinforcing the metal to withstand
the heavy current and stress effects associated with the stroke or installing a
1 _.iing rod and ground and applying heavy duty surge arrestor protection on
the cables which are likely to intercept significant fractions of the lightning
stroke current. The principal problem arises because of differences in the wave-
forms of the induced EMP curtents with those caused by lightning stroke. The
lightning stroke currents have a much slower rise time, a much longer duration,
and often a higher energy and coulomb content. Therefore, lightaing arrestors
are far more robust but do not have the short reaction time required to suppress
typical EMP induced transients. Off-the-shelf surge arrestors which can suppress
both lightning and EMP surges ao not provide sufficient EMP protection for transis-
torized transceivers. Speciail hybrid combinations must be devised and specially
tailored for each system at hand. Iow frequency shielding is frequently employed

to protect the more sensitive subsystems and this provides some EMP hardening
benefits,

2.6.2 PRadio Frequency Interference

In order to control the intra-system compatibility from a radic frequency
interference standpoint and emissions from subsystems, two sets of standards and
associated laboratory tests are generally implemented. These are MIL-STD-L61/k62,
which consider both emissions and suszeptibility of electrical and electronic sub-
systems, and the NACSEM series, whicn are designed to assure the control and/or
suppression of emissions from secure communications equipment. In general, the
various subsystems, drawers, or cubinets are subjected to a series of laboratory
tests which measure bcth the low-level emissions end susceptibilities. Typical
exposure limits, however, do not result ‘n injected voltages exceeding 100 volts.

The peak powers employed for susceptibilicy tests are generally below the 100 watt
level.

Any concomitant EMP hardening which permits equipment to pass these RFfWNACSENM
tests, is primarily dependent c¢n filtering and shielding. In this regard, these
tests have the following EMP weaknesses.
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® Due to the relatively low signal levels employed in the tests,
the inband susceptibility (antenna, front ends, cabie terminals)
to EMP s nct affected by any of the procedures or requirements.

o The ability to withstand energy surges is not determined

(specifically with respect to antenna and front end filters and
cable terminals).

e The required level of shielding on exposed (topside) cables is
not specified.

e A single point ground system within cabinets is encouraged.
However, the complete system grounding plan is not considcred.

Ordnance pyrotechnical devices, including detonators, exploding bridge
wires and squibs, are subject to premature detonation or dudding by the appli-
cation of unwanted radio frequency energy. Typical controls to assure that
this does not occur are embodied in such documents as NAVWEPS-0D030393 and
MIL-3TD-138S. The procedures generally involve the application of special
construction tachniques and a design guide in order to meet subsystem and system
test exposures to specified field levels. The applicable EMP hardcning benefits
consists of shielding and filtering, with a possibiiity of special disconnects,
and arming and safety coding systems.

2.6.3 Electrification Safety and Hull Noise

Another problem arises trom electrification of rortions of the ships super-
structure or nearby metallic service equipment such as cranes, hoses, stanchions,
life-nets, etc. These pose potential shock hazards to personrel. In addition,
the trancmitter returr currents which flow through the huil may pass through
metal-oxide-air interfaces which, in effect, form an electrical nonlinear
Junction. These nonlinearities cocnvert some of the energy at the fundamental
{requency into radio frequency interference appearing in other bands. Control
measures to alleviate these problem areas are embodied, for example, in
MIL-STD-1310C. 1In general, these impose constructional requirements or guides
to minimize the generation of hull noise or eliminate potential shock hazards.

The principal benefits from an EMP hardening viewpoint is the routing of
ncrmally exposed topside cables either within the hull or within a shielded
conduit, if topside. The principasl EMP deficiency is that EMP induced current
can still penetrate into the interior of the hull via the cable shields or armor
penetrating from the outside into the interior of a ship or superstructure.
While ground straps between the cable shields or armor and the hull may be
employed at these penetration points, the length of the ground straps and their
constructional features may introduce excessive lead inductance in a grounding
circuit, thereby negating the transient suppression. This leads to introduction
of transient voltages between the '"grounded" cables and other nearby metallic
structures both inside and outside the hull and supersctructure,

-
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2.6.4 Summary

Table 2.3 summarizes the more important aspects of related radio frequency
interference test procedures and EMP hardening requirements. In summary,
application of these other requirements does produce some difficulty in
quantifying EMP hardening benefits. However, the amount of increase in the
EMP hardening is generally insufficient to make any ship reasonably invulner-
able to the EMP pickup. This arises because the EMP environment and related
pickup currents and voltages are drastically different than the lightning,

RFI, EMI, or HERO environments.

In some cases, combining EMP hardening with these other radio frequency
interference requirements will »roduce conflicts and require relaxation of
the requirements or the applicaiion of special hardening approaches comratible
with both procedures. On the other hand, application of EMP p.rotection can
upgrade some of the features necessarv to counter EMI, RFI, and HERO.

2-11




NSWC/WOL/TR 75-193

*squsm

-3Jedwo> FurIajus S97QED BIA
sajeajauad 17135 quaam)
‘yBnous jaoys jou sdeasis
puog -arqiivduoo sflem

-T® 20U asanpadoad Surpunoan

89TQBO
apIsdoy aotaag
-X3 Jo BurpreIyug

*SpJIE

-Z®8Y }UOoys puw asiou
9ZIWIUTW 03 sjusm
-aatnbax uorionaizsuoy

J0TET-ALS—TIN

juandinbyg
‘I01a93UT 9
samionxjsxadng diyg

JUSTOTIINSUT aq

03 ATSYTIT uorgoajoad Teutm
=I3] ‘SWIOJIABM JUSIIIITD §
Jomod yead 1ayPBTY sey Jum

303UUOOIS TP
Tetoads ‘Butasy
=113 “‘Buipratyg

*s8auIrapINd
uFisep % uOI3ONILS
-Uod> OST® ‘sTaaatl
PIS1J pPatytroads o3
saansodxe 3594 wegy

-sAsqns ¢QET-ALS~TIN

£6£0E QO SIFMAYN

*233 ‘qinbg
‘Mg3 ‘saojwuolaqg
-8307A3CQ IduwUpIQ

dnyotd gng usys
8831 A1qeaaprsuos dnyord
Pue TeUBTIS WajlsAswvrjur

T®aI3uad jcu 3nq
S9N/ 19N s% oweg

‘ET9AST T®O

~13TI2 moTaq 3day(pags
-I3ud8-J135) sousaay
=JI39UT puUB pPISTIIIXD
wa3shs Jo sapom Ty

O0TS09-I~TIN

wa3sAg azardmon

*durpTatys arqes 238nbape
=uy  -Zi 13majsuad 9w uorgy
-2333ad | vutmaag 23enbapw
=Ul ruot,.d’330ad aBine oy
(swuL3jue) dnyord pusquy

‘A 00T> @ansodxa xey

“039 ‘s3suiqe) puw

SosSaUyBay
dWd

Burpratyg t£3171q13da3osns pus 0019 WASOVN saaasaq ‘cmwaisdsqng
PU® FUTISITIJ SUOTSSTWS 10 §3533 0%7] eI/ 195 -ALS—"TIN 182 {23087 /2Tu0s; 0913
S313ausg
J0 ButuspIsy saampasoag PIPPUBSLS jusnd ynbyg
pa11ddy am
SjuldmaIINbay OMIH puB TJH JO 308vdmy g3 Jo Lrwumng
£°2 91q%y

2-12




-——

P e e~ v g

NSWC/WOL/TR 75-193

CHAPTER 3

EMP COLLECTICN AND COUPLING

3.1 Introduction

There are two basic mechanisms by which the energy containcd in a nuclear
electromagnetic pulse may couple into the electronic systems within a ship.

® Direct penetration through the ship's structure
e Collection and transmissicn by electrical conductors.

Openings and discontinuities in the ship's hull, deck or superstructure such as
hatches, doors, portholes, or imperfect seams allow & direct penetration of the
energy in the form of free fields which then couple into electronic circuits. The
discussion of direct penetration is presented in Chapter 5, "Construction Tech-
niques for EMP Reduction."”

Electrical conductors which physically penetrate from exterior (exposed)
regions to interior areas of the ship provide a path for EMP energy flow. The
segment of the conductor which is directly exposed to the EMP fields collects a
portion of the energy in the form of an induced current transient. This current is
then transmitted by the conductor to internal areas of the ship where the energy
may be radiated and contribute to the interior free field, or it may be directly
applied to the terminals of electronic equipmen%,. Examples of conducting energy
paths are

¢ Antennas and their associated feed systems

e Electrical signal and power cables

e Sanitury and fuel system piping.

The purpose of this chapter is to provide analytical tools for the prediction
of the amount of energy which will be transmitted to interior regions of the ship
via conducting paths and to establish guidelines for cabling practices which will
minimize the EMP energy collected by the cables. The techniques which are dis-

cussed generally make use of standard engineering practice as follows:

e Approximate the intricate geometry of the physical structure with a
model for which analytical procedures are available

e Select appropriate mathematical equations and formulas or reduce the
mcdel to an electrical circuit analog
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e Utilize numerical or clircuit analysis programs on a digital
computer to obtain the EMP response a3 a function of time.

In addition to the foregoing procedure, which results in a time history of the EMP
rasponse, methods are presented which provide estimates of certain features of the
response, such eas peak values and rise times. These methods give approximate
results with minimal effort and do not require the use of a digital coaputer.
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3.2 Antennas

The antenna system aboard a Navy ship consists of a large number of individual
antennas which are designed to be efficient collectors of electromagnetic energy in
specific frequency raanges. The calculavion of the energy collected and transferred
to the lcad can be based directly on the antenna specifications if the frequencies
contained in the impinging wave are within the design range of the antennsa. How-
ever, for the broadband frequency spectra contained in the EMP transient, the
transfer function calculation requires a knowledge of the antenna geometry. This
section presents and illustrates techniques for determining antenna response with
respect to the current and voltage waveforms and the energy which appears at the
loau when the anten: is illuminated bt an EMP type waveform.

The material is divided irto three major topics. Section 3.2.1 describes sev-
eral methods which can be used to calculate the EMP response of various antenna
systems. It is not possible to determine the magnitude of the voltages and cur-
rents induced on all the antenna structures aboard A ship analytically, because of
the difficulties in mathematically characterizing the interaction and coupling
mechanisms involved in these complex antenna structurez. Tne computation efforts
required to determine the EMP response of an antenna depend on the method used and
the degree of accuracy required. Consequently, the techniques presented in 3.2.1
vary in rigor aand complexity.

Section 2.2.2 gives examples of the application of these techniques/methods to
several Navy ship antennas. Since the number of antennas and antenna-like struc-
tures on 3 ship is so great, the emphasis is placed on the most typical structures.

Finally, Section 3.2.3 presents some of the actions which can be taken to pro-
tect antenna systems from damage or upset caused by EMP energy collection. The
discussion is very brief, and ‘% ; basic function is to alert and orient the system
engineer to general protection guidelines. More cpecific hardening procedures can
be found in Chapter L4, "Protection Techniques and Devices."

3.2.1 General Technique:z for Determining Antenna Pickup

This section contains descriptions of five (5) analytical techniques for
determining the EMP energy pickup by antennas and, in the last case, by structures
which behave like zantennas. The first three methods, i.e., the Fourier Transforma-
tion Method (FTM), the Lumped Parameter Network Method (LPN) and the Singularity
Expansion Method (SEM) are more rigorous than the fourth. They will give more
detailed and accurate results, but are more time consuming than the fourth tech-
nique--which is based on Landt's method.1 The fifth technique is also a rigorous
one;, however, it is of more limited use to the system engineer of Navy ships.
Consequently, its inclusion in this section is primarily for the sake of complete-
ness.

*Superscripts refer to numovered references at the end of this chapter.
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3.2.1.1 Fourier Transformation Method (FTM)

The solution to the problem of determining the EMP response of a linear
artenna system can be obtained by Fourier analysis. In principle, a receiving
antenna can always be characterized by a Thevenin equivalent circuit--consisting
of a voltage source in series with the antenna impedance as seen Ly the load con-
nected to the antenna terminals. This is shown schematically in Figure 3.1. 1In
this analysis, two antenna functions, i.e., the antenna impedance and the effec-
tive antenna length must be known accurately over the EMP frequency spectrum. The
response at the loaa Lo an EMP transient is determined from the inverse Fourier
transformation of

-2he(Jw)Ei(Jw)
IL(Jw) = (3.1)
ZL(Jw) + Za(Jw)

where the following notations are used:

IL(Jw) = load current

he(Jw) = effective half length of a cylindrical antenna
Za(Jw) = antenna impedance

ZL(Jw) = load impedance

Ei(Jw) = frequency spectrum of the incident EMP.

Note that the load may be an impedance other than & pure resistance and
should inclu’e antenna hase effects, the connecting transmission line (cable)
impedance and the input impedance of the equipment which is connected to the an-~
tenna. In most cases, the Fourier integrations would have to be carried out using
numerical techniques with the aid of a digital computer.®

3.2.1.2 Lumped Parameter Network Method (LPN)

The lumped parameter network mctho” provides a technique for the analysis of
a distributed parameter network (the antenna) connected to a linear or nonlinear
load (receiving equipment. such as a diode). Like the Fourier transformation
method, it utilices a Thevenin equivalent circuit of the type shown in Figure 3.1
to represent the antenna in terms of its open circuit roltages. Both antenna
functions, the antenna impedance and itz effeactive halif length, are then approxi-
mated by rational network functions that are realizable in terms of an RLC circuit.
After the lumped parameter network representation of a2n antenna is obtained, stan-
dard circuit analysis computer codes such as SCEPTRE or NET-2 may be used to

*Electromagnetic computer codes for computing antenna and cable response to EMP
that rely on the use of nuuurical or digital techniques cited nere as well as in
subsequent sections have btaen computed and are maintained for customer use by
the Electromagnetics and Systems Research Group, Lawrence Livermore Laboratory,
Livermore, California 94550. Maintenance of this computer code library is an
on-going effort that is funded by the Defense Nuclear Agency under Subtask
R990AXEBOTS, Work Unit 35.
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calculate the transient system response to FifP even for a nonlinear load. The
major advantages of the LPN method are:

e it does not require a closed-form ar ~»'ytic description of the
excitation;

e it may be used with a linear or nonl. ear load.

3.2.1.3 Singularity Expansion Method (SEM)

In classical circuit theory, the time domain solution of a linear circuit
excited by an exterior waveform may be deterrdined from the knowledge of the loca-
tion of any singularities of the transfer function and its corresponding residues.
The transient behavior of the circuit is then obtained as a sum of damped sinu-
soids whose coefficients are determined by the residue theorem.

A nev method, namely, the singularity expansion method, has extended this con-
cept to solve electromagnetic boundary value problems. The singularity expansion
technique, as applied to general scattering problems by determining the natural
frequencies, modes and coupling coefficients which ariss from a general three-
dimensional body, has been recently formulated by Baum.

Basically, this method involves the determination of the antenna response in
terms of singularities in the complex frequency domain which represent the natural
frequencies, modes and coupling factors. The antenna response in the time domain
is obtained by taking the inverse transform of the terms in the singularity expan-
sion. If the sctual incident waveform has singularities in the finite complex fre-
quency plane, the response can generally be split into an objJect or antenna part
containing object singularities (i.e. poles) and a waveform part containing wave-
form singularities.

Since this is a new approach to the solution of electromagnetic boundary value
problems, the full potential of the application of t»is technique to the EMP col-
lection and coupling problem remains to be exploited.

3.2.1.4 Technique Based on Landt’s Method

Use of the Fourier Transformation, Lumped Parameter Network and Singularity
Expansion Methods will, in general, require the use of a modern high speed computer
and a strong knowledge of EM theory. If the detailed transient characteristics of
mission critical antennas or antenna-like structures due to EMP are desired, these
analytical methods must be used. However, for system engineers who need a quick,
and reasonably accurate, estimate of antenna responses tY EMP, a much simpler
method is available. This method was developed by Landt™ to estimate peak currents
on various antenna structures for arbitrary input waves.

Background

As formulated by Landt, the peak short circuit current can be cbtained by
solving the integrai
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t
I_.(peak) = h(5) [ e(t) at (3.2)
0

where e(t) is the EMP electric field parallel to the antenna structure. For
broadside incidence, the value ts is typically chosen as 4/2c, the time that no end

refleztion is seen at the center of an antenna, where % is the length of the an-
tenna and ¢ is the speed of light.

The function h(ct/a) is the impulse response of an infinite wire antenna &s
shown in Figure 3.2, where "a" is the antenna radius and 7 = t,-t/2, the average
time, is chosen midway between the time e(t) reaches its full strength (the rise
time, t)) and the time, t,, that the integral of Equation (3.2) is terminated.
Since the peak current on a wire antenna excited by an EMP usually occurs during
the early time response of the structure, the impulse response of the current
h(ct/a) on an infinite wire antenna is valid on a finite wire antenna, up until the
time that the reflection is seen. Consequently, h(ct/a), shown in Figure 3.2, is
sufficient for calculating the peak current in most cases. Accuracies to within

10% can be obtained, as is demonstrated by several examples that are given in
Appendix A.

Polarization

When the electric field E, of the incident EMP is not parallel to the antenna
axis, the term e(t) cos 6 is substituted for e(t) in Equation (3.2), where 8 is
the angle between E and the antenna axis.

Modeling of Complex Structures

Landt's method, being limited basically to cylindrical antennas, can be used
to estimate the peak FMP currents developed in complex antenna stiructures by
modeling or characterizing these structures as single or composite sets of cylin-
drical antennas. Missiles, for example, are readily characterized as cylindrical
structures having a length and diameter defined by its actual dimensions. For
multiple wire antennas, each wire can be moleled and treated separately as a
single cylinder to compute the peak currents in each using Equetion (3.2). Tue

total antenna response is then determined by simply adding the current contrihu-
tions from each separate wire.

Loading

To account for antenna loading, lLandt gives a formula for computing the peak
load current in terms of the peak short circuit current that is computed using
Equation (3.2). This approximate formula is given by

G,

G * Gy

IL(peak) =

\
Isc(peak) (3.3)

[

where G, is the admittance (conductance) of the load and Geff is the effective
admittance of the cylindrical entenna given by: -
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Fig 3.2 IMPULSE RESPONSE OF THE CURRENT ON AN INFINITE
WIRE WHEN ILLUMINATED FROM BROADSIDE BY A
PLANE WAVE
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e(t) dt (3.4)
< 0

Estimates of peak currents of select antennas and antenna-like structures
using Landt's method can be found in Appendix A.

Advantages and Disadvantages

This approximate method of estimating peak currents has seversl advantages
for the system engineer concerned with the problem of EMP pickup:

It is relatively simple and easy to use.

The method does not recuire excessive computation or the use of a
high speed digital computer.

The user does not require extensive background in EM theory.

The method can be readily applied to a variety of complex antenna
structures and arbitrary EMP waveforms.

The effects of loading can be considered simultaneously.

It also provides the EM nonexpert with a feeling for the most
extreme problem parameters and/or the effects of varying these

parameters.

However, the method also has disadvantages. These are:

obtained.

The method can only estimate the peak current. Therefore, for
mission-critical antennas, where the details of the transieny

characteristics (such as the time history of antznna load cur-
rent) are desired, more exact analytical methcds must be used.

The method is approximate in nature. No exact solution can be
Accuracies to within 10% can be expected if a reason-

ably good cylindrical approximation of the physical system can
be developed.

3.2.1.5 Technique for Analyzing lrregularly Shaped Structures
Which Act Like Antennas

A more involved mathematical model and analysis is ~equired for the more
complicated stiructures of appendages to the ship--in which the geometrical con-
figuration is such an irregular shape that ncither the cylindrical antenna nor
the reflector type of antenna can accurately describe their transient behavior
when illuminated by EMP. 1In general, formulating a solution of Maxwell's
equations to such a scattering problem results in integral equations for the
current distribution,

as illustrated in Figure 3.3, for example, are governed by the following two
well-known equations:

»~

The current distributions of a perfectly conducting body,
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E () = Jwu [ o(r,r') K(r') as' (3.5)
s!

for the electric-field integral equation and

(r) = a (r)x#.(r)+ [ a_(r)x[V6(r,r")x K(r')]as' (3560
s'

for the magnetic-field integral equation, where K(r) is the total surface current
distribution on the scattering body illuminated by an incident piane wave, E,(r)
ang_gé(r) are respectively the incident electric and magnetic fields, and *

G(r,r') is the three dimensional Green's functicn given by
3 — = —_—' 5
G(r,r') = gl- expl-j8lr-r'|} (3T}
] ] :
jr=r l

Both position vectors T and ' refer to points of body revolution. Solutions of
these pertinﬁnt éntegral equations are possible with the aid of high speed digital
computers.3:"35:® A5 an example, Figures’3.h4 and 3.5 give the current distribu-
tions obtained by Mei and Bladel® when an incident plane wave is impinging upon a
rectangular cylinder.

3.2.2 EMP Pickup of Typical Ship Antennas

Examples of how the previously described modeling and analysis techniques are
applied to determine the EMP pickup by the more common types of antennas used on
Navy ships are presented in this section. Short dipole/monopole, cylindricel and
several types of reflector antennas &re included. The analysis techniques des-
cribed in Section 3.2.1 are used where applicable. Other analyses, which yield
more approximate EMP pickup estimates, are discussed for those cases in which
rigorous analyses are impessible or highly impractical.

3.2.2.1 ghort Dipole/Monopole and Loop Antennas

Antennas, and other cylindrical conducting structures, may be considered as

short electric dipoles if their total length is smaller than one-sixth of the
minimum EMP wavelength of significance.

As an example, the physical length of an intentional half wave dipole oper-
ated at 7 GHz is about 0.021L meters. The corresponding electrical length, 2h/A,
over a representative EMF frequency range (i.e., from a few hertz to ~ 100 MHz)
would be less than 0.0071, where h is the physical half length of the dipole and
A is the minimum EMP wavelength of interest. In view of this relatively small
dimensior.,, & short electric dipole model can be utilized. In this case, the EMP
pickup and response of the dipole can be characterized in terms of the equivalent
circuit representution shown in Figure 3.6 where,

h
o - b (3.8)
(¢]
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where ¢ is the speed of light, and Zo is the average antenna charactearistic
ippedance given by:

2 = 60(a - 2)
with
Q = 2 1n(%?) (3.9)

in which "a" is the radius of the entenna struciture. It is to be noted that this
short dipole modeling and analysis is valid under the condition:

yh
t 3_u\c) (3.10)

where t_ is the rise time of the incident EMP. This is consistent with the con-

straint or condition that the antenna dimension is smaller than one-sixth of the
minimum EMP wavelength of interest.

This equivalent circuit representation is also valid for computing the mono-
pole response to EMP by adjusting the circuit parameters of Figure 3.6 as folleows:

0|z

Ca(monopole) = 2=2 = 2Ca(dipole)

(o)

and

V(monopole) = -%-e.(t) sin 0 = Xv(dipole)

The equivalent circuit of a small magnetic dipole (locp) is shown in Mg-
ure 3.7. This representation is valid for an incident magnetic field hi(t) under
the following cond?tions:

R0
E‘:‘.. > 2_; -—E‘-o) (3-11)

-~

where R is the radius of the loop.
The inductance La is given by

8R

L, = bR 1n[(—;9) - 2) (3.12)

where L, is the free spice permeability, and "a" is the radius of the conducting
wire. The factor A in the equation for voltage source given in Figure 3.7 is the
area of the loop.

Analysis of the equivalent circuit for the electric and magnetic dipole will
give the approximate current and voltage waveforms at the terminals of the antenna.
The procedures described are applicable to the extent that an order of magnitude
a;proximation may be obtained from the fast rise time and wide frequency spectrum
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associated with an EMP. To obtain more accurate results, more sophisticated
methods and analyses (such as FTM, LPN or SEM) are required.

3.2.2.2 Cylindrical Antennas

If the dimensions of an antenna or other cylindrical conducting structure are
large compared to the minimum waveiength in the EMP spectrum, the short dipole
model ie na longer velid, Inctcad, the theory ol eylindrical antennas may be
used.

Expressions for the antenna impedance and etfective length of cylindrical
antennas are available in the literature.! 1In general, they ar- functions of
the antenna shape factor, {, and the electrical half length, Bh, where 8 = w/c.
and h is the half length of the antenna. The effective antenna length and impe-
dance over the entire EMP frequency range are determined for low and high fre-
quencies by twe well-Known Lhéoiies. Fur low {requencies, gh < 1, the expression
given by ng7 is used. Forzhigh frequencies, Bh > 1, Wu's ‘heo*y of long anten-
nas is used. Toulios et al.  have extended these theories to the casz in which
the EMP impinges upon the antenna at any angle of arrival. The effective length
of the cylindrical antenna as a function of frequency is then obtained from a
spatlgl Fourier t:ransform of the antenna current distribution in the transmitting
mode. The impedence function may be calculated from either the Lheories pre-
sented by King and Wu or from the expression given in the Antenna User's
Manual .9

A compiete characterization of a receiving cylindrical antenrn:: is then pos-
sible in the form of a Thevenin equivalent circuit. Using the equivalent circuit
of Figure 3.1, either the Fourier transform method or the lumped parameter net-
work mcthod may now be emplouyed to determine the transient EMP response. The
transient responses of selected examples are included here for the input trape-
cidel shaped pulse of Figure 3.8. Further, a comparison of these transient
responses, employing the Fourier transiformation method and lumped parameter net-
work method, and using the SCEPTRE computer code, is also given for the purpose
of demunstrating the implementation and accuracy of both methods. The examples
are:

N

Transient Response of a 100 Foot Dipole Antenna Using FTM and LPN Methods for
a 50 Ohm Load

In this example, a comparison is made in Figure 3.9 between the FTM method
and LPN method for calculating the transient response of a 100 foot cylindrical
antenna in free spece. The antenna parameters are:

h = antenna half length = 50 feet

Y] = shape factor = 20

E, = peak amplitude of the incident field = 10 volt/m
i,max

¢ = angle of incidence = kLs°

ZL = load impedance = 50 ohms

The equivalent lumped paurameter network of the antenna is shown in Figure 3.10.
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Transient Respcnse of an 8 Foot Mouopole Over a Perfectly Conducting Plane
Using FTM and LPN Methods for a 50 Ohm Load

In this example the antenna parameters are:

h = 8 feet
Q = 15
. = 10 volt/m
i ,max
¢ = 45°
ZL = ~ ohms

Note that the antenna impedance and effective length of a monopole over a per-
fectly conducting plane is Jjust half those of a dipole in free space. Figure
3.11 shows the results of the analysis using the LPN method when compared to
those obtained from the FTM method. The egquivalent LPN circuit is presented in
Figure 3.12.

Transient Response of an 8 Foot Monopole Over a Perfectly Conducting Plane
Using LPN Method for an FET Load

—a, T

An 8 foot moncpole over a perfectly conducting plane is loaded with a
field-effect transistor (FET) amplifier. This example demonstrates the imple-
mentation of SCEPTRE using a receiving monopole connected to a receiver front
end. The model of the FET used and the response waveform are shown in Figures
3.13, 3.1k, and 3.15, respectively.

A file of computer programs and their LPN equivalent circuits are avail-
able8,9 for the transient analysis of cylindrical antennas. These include the
following antenna configurations:

¢ Dipole antenna in free space

8 Monopcle over lossless conducting plane

e Horizontal dipole over lossy plane

3,2.2.3 Reflector Antennas

Depending on the geometric form of the structure, it is possible to classify
some conducting or conductive structures aboard the ship, and appendages to the
ship as reflector-type antennas. In addition to antennas such as the parabolic

{si: used for surveillance or tracking radars, other conductive surfaces of revo-
lution of the ship's outer structure or surroundings (such as cylindrical, ellip-
tical, parabrloidal, doubly curved, toroid and/or plane surfaces) could behave
like reflector-type re\giving antennas when illuminated by an external EMP.

A reflector antenna is an energy collector as well as an energy transmitter.
When an electromagnetic plane wave originating from a nuclear blast strikes a
reflector-type antenna, surface currents are induced, and some of this energy is
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collected by the reflector. The remaining portion of the energy could either be
reradiated into free space or transmitted, via guided paths, to nearby electronic
equipments or other energy collectors, such as a dipole, monopole or cable. The
energy transmitted tc such collectors may result in strong EMP pickup and inter-
ference--causing equipment burn-out, circuit upset or other system malfunctions.

To cbtein a meaningful solution to the EMP transient response of a reflec-
tor-type antenna, one must determine the surface current distribution on the
collector's surface. It is possible in principle to solve thz three-dimensional
boundary value problem of a reflector antenna exactly. This solution, however,
usually involves great mathematical difficuities. From an engineering point of
view, there are at least two approaches one can use to estimate the current dis-
tribution and thereby simpiify the problem.

(1) The first approach is to make an estimate of the current distribution
along the collecting structure based on its size and shape relative to the wave-
length spectrum of the EMP energy. One must first establish if the collector
dimensions are "small" or "large" compared to the wavelength specirum of the
impinging EMP. For very large collecting apertures, that is, the aperture diam-
eter "D" is very large compared to the wavelength (i.e., D/A >> 1), experience has
shown that the current distribution induced by & plane wave normal to the collector
is givern by 2a  x H. where a_ is the outward unit vector normal to the reflector
surface and Hinis the incident magnetic field. Under such conditions, the laws of
physical optics can be applied whereby the collector/reflector surfaces can be
treated as mirrors, focusing lenses, etc., to estimate the energy collected at
specific points in space.

For the condition where the collecting aperture dimension "D" is small com-
pared to the wavelength (i.e., the low frequency small aperture situation) cther
approaches such as the quasistatic approximation or Rayleigh solution miy be used
Lo determine the current distribution. It should be pointed out that because the
FMP energy is quite broadtand, this technique may only be necessary at the low
frequency end of the spectrum for a given collector size. As ore proceeds to the
higher frequencies, the laws of Physical Optics may then be more appropriately
applied.

(2) An alternative approach is to identify the actual collector object with
a convenient model configuration whose current distribution iz known. For example,
the current distribution induced on a finite cylindrical refiector could be ap-
proximately obtained from that of an infinite cylindrical reflector antenns, if
the incident plane wave is properly polsarized. This presumption is Justified by
the work of Kao,lo in which he shows that for H-polarization (magnetic rield
parailel to the axis of the cylinder), the induced transverse current distribution
on & finite cylinder can be accurately approximated by considering an infinite
cylinder, and the induced longitudinal current distribution is small and can be
neglected.

A complete and exuct analysis of reflector antennas can be made by using
technijues which employ the Sinpularity Expansion method (see Section 3.2.1.3) or
by using nuwmerical techniques such ac the method of moment.sll to sclve the pertin-
ent integral equations, lowever, these analyses will not be given here. OSuch an
analys:s would require extensive analytical or experimental work to obtain “he
current distribution, which, in turn, is used to obtain *ne electrical parameters,
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such as complex impedance and effective aperture, to characterize the receiving
antenna. Ir many cases, the configurations of reflector antennas are complex, and
the antenne impedance and effective aperture are not available in the litersture.
Therefore, analyses based on engineering approximations are usually employed to
obtain an estimate of the collected EMP energy for a reflector antenna. Neverthe-
less, this estimate can be used to determine the possible degradation of an elec-
tronic system that may be either connected to or adjacent to the subject entenna.

3.2.2.3.1 Estimation of Energy Collected by a Reflector Antenna

An approximate energy analysis based on the concept of effective aperture is
employed to obtain an estimate of the EMP energy collected by a reflector antenna.
This energy could be transmitted to any other energy collector, such as a dipole,

connected to the subject reflector. The effective aperture is related to the
power gain, G, by
&
Alw) = = (3.13)
Ln

where X is the wavelength.

Listed below are the effective spertures for three types of reflector an-
tennas:

Type Effective Aperture
large aperture antenna 100% of physicel area
pyramidal horn 50% of physical area
parabolic reflector 50-60% of physical area

It is to be noted that the values given in the above table for the effective
apertures of collecting antennas have been derived using sinusoidally time-varying
fields. However, for the approximate techniques to be presented here, they can
be used for the pulsed or transient EMP fields.

For an antenna placed in the field of a linearly polarized sinusoidal EM
wave, the power available at the antenna terminals when the load is conjugately
matched is given by

W o= PAe(w) (3.14)
where

W available power (watts)

P power density of th. incident wave (watts/ma)

n

Ae(w) = effective aperture (mz)

For an EM pulse, the energy available at the antenna terminals is
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i, = = [ A,(0) I) aw (3.15)
where

Jt = available energy (joules)

J(w) = energy density spectrum of the pulse (joules/mz/Hz)

All the available energy will be transferred to the load only when the load
impedance presents a conjugate match to the antenna impedance over the frequency
range where the excitation has significant components. Such a wide band match is
physically unrealizable. To evaluate the system response, an approximation is
obtained by assuming a system transfer function of the form:

\ w 2n
Ae(w (w o N s 0<m<(w0-wl)
071
T(w) = { Ae(w); (wo—wl)ipi (w0+w1) (3.16)
wAtw
0 "1.,2n
LAe(w) (=== (ugte))w
where
Wy = center radian rrequency
(wo-wl) = lower radian cut-off frequency
(ml+wl) = upper radian cut-off frequency

and the parameter "n" determines the out-of-band attenuaticn.

Under this assumption, the energy dissipated in the load is:

Jo o= 3= [ Tw) Jw) du (3.17)

The case of n = 1 (6dB/octave) is considered to be extreme and the bandwidth
chos~n is the tuning range of the system. If additicral information s available,
a different value of n may be more appropriate.

Assume an fncident EMP field of the form:

Ei(t) = Eo[exp(-at) - exp(-8t)] (3.18)
where
E, = electric field intensity (volts/m)
a = 2.0/tr(sec‘1)
3-2%
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il B = 2.0/tr(sec-1)
ty = fall time (sec) of the EMP
t = rise time (sec) of the EMP.

The energy density spectrum is then

i
1 1
J(w) = k - (3.19)
[92+m2 82+w2]
where
/ 2
2 |{B-a)
k = (E, |
i,max P2 2
: LS -

For & parabolic dish whic.. has an effective aperture of
{ / _ Dy2
i Ajw) = 0.55m (2) (3.20)

the in-band energy [(mo-ml) <w< (wo l)] dissipated in the load is given by:

(w (w oy )
J, = O 55(D 2(-(t -—-——-Ou ] - tem'l[-—'——-ocl ]
[ 9 1 (wgmw)) -l (wymw) ) ”
- & (tanTH =1 - tanH (—2))) (3.21)

The expression obtained may not result in the greatest degree of energy col-
lection for the actual system, since it assumes infinite rejection of the out-of-
band energy. However, it does provide a realistic estimate of the collected ln-
band energv. This approach represents the best available approximation of the
problem at the present time due to the lack of detailed information sbout the
impedance, effective aperture and spurious rosponses of the system.,

3.2.2.3.2 Anelysis of EMP Pickup Due to Indirect Coupling of Energy
Reradiated from a Reflector Antenna

A portion of the EMP energy collected by a reflector antenna may be reradiated
to its own {eed antenna system or to adjacent electronic equipments  This coup~
ling mechanism and the resulting EMP energy pickup may be analyzed by considering
an antenna system whose configu=ration consists of a reflector and a feed antenna
or a nearby energy collector such as a dipole. A representative configurationof
u reflector antenna system is c¢hown in Figure 3.16.

Summarized below are the major steps to achieve the desired obJective of
determining the EMP response of reflector/feed or energy collector antenna sys-
tems:

e e Y
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o Calculate the surface current distribution on & reflector in the
absence of the feed antenna or the adjacent energy collector due
to the incident EMP.

e Based on the current distribution, determine the field reradiated

by the subject reflector at or near the feed antenna or other
antenna collectors.

e Assuming no interaction between the reflector and feed antenna
or energy collector, obtain the effective length (or effective
aperture) and input impedance as seen at the terminals of the
feed antenna or other energy collector such as a dipole, cross-
dirole, conical antenna, helical antenna, etc,

e Establish a Thevenin equivalent circuit at the terminals of the
feed or collector antenna.

o Use the FTM cr LPN method to invert the frequency domain solution
to a time domain response due to a high altitude EMP waveform.

The current distribution on the subject reflector may be obtained from either
exact analysis or an approximate solution employing the methods described pre-
viously, depending on the scope of work and degree of accuracy required. An
approximate solution of the EM? response of a simple reflector configuration which
consists of a three-dimensional paratnlic reflector fed by a dipole or helical
antenna has recently been cbtained and is available in the literature.l? Shown in
Figure 3.18, for example, is the time history of the load current for a receiving
dipole feed antenna when an incident EMP with a waveform of Figure 3.17 impinges
upon the parabolic/feed antenna system from the broadside direction. In Figure
3.18, the dotted curve is the result obtained using the physical optics approxima-
tion (2 a_ x H_ ) for the current distribution on the parabolic dish. The solid
curve represents the more exact solution obtained from integral equations with the
aid of a digital computer. The parabolic dish considered here is 25 feet in diam-
eter, and the feed antenna is a half wave dipole (at 7 GHz) connected to a 50 @
load impedance.

It should be noted that the response of reflector systems to transient pulses
that are currently available in the literature are based on theoretical relations
of the type discussed here. Experimental work is in progress to verify these
results,

3.2.3 EMP Hardening Techniques for Ship Antennas

The fundamental antenna problem on a ship is to prevent the EMP energy that
is collected by the antennas from damaging or upsetting electronic equipment. The
calculations which ure performed for antennas and antenna-like structures provide
information on the peak currents and voltages and the energy which will be col-
lected during an EMP event. This information is then used to determine the need
for and level of protection reguired,

Antennas are connected to receiver and/or transmitter equipment via wave-

guides or cables. Those systems which are operating in a frequency range for which
& waveguide is used in the feed system have minimal vulnerability to EMP, since
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s
very little EMP energy appears at these frequencies. The waveguide acts as a very

effective filter frr the lower frequencies which contain the majority of the EMP
energy.

Systems which use cable for the antenna feed require filters and/or amplitude
limiters, which are discussed in Chapter Y4, to keep the transmitted EMP energy
below the damage threshold. The data obtained from the antenna calculations estab-
lish the characteristics and ratings of the protective device which is used.

One of the simplest measures for preventing the energy which is collected by
an antenna from entering the ship is an operational technique. If redundant anten-
nas are available, only one antenna should be used at any one time. The other
antennas should be isolated by disconnecting them from the cable connection. An
automated switching system, which senses when an antenna is not being used and
responds automatically by terminating the antenna at its base, is a very effective
way to protect against the effects of EMP.

Antenna-like structures, such as gun turrets, aircraft, missiles, antenna
masts, beacon masts, etc., which are in proximity to cables, must be well grounded
so that the collected energy is shunted to the ship's hull. The cables must be run
close to the structures to minimize the area in any ground loops which are formed.
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3.3 Cables

Electromagnetic pulse phenomena will result in transient currents on cables
which are exposed to the fields. Tf the cables are not shielded, the currents
will be induced directly on the cable center conductors and conducted to the in-
terior of the ship, where the energy will be applied to the terminals of the
equipment served by the cables. For shielded cables, the induced sheath currents
will couple some energy to the center or cable core conductor which is then con-
ducted to the terminals of electronic equipment. For both shielded and unshielded
cables, the current produced by exposure to the exterior electromagnetic fields
will also radiate energy in the interior of the ship, resulting in energy transfer
to electronic systems which are not associated with exposed cables.

The understanding of cable coupling mechanisms will aid the system engineer in
selecting cables and in designing cable layout geometry to minimize the coupled
energy and to choose appropriate protective measures based on the characteristics
of the coupled waveform. This section has been prepared primarily to present cable
coupling considerations in such a format that desired results and data can be ob-
tained with a miimum of extraneous calculations. Simplified models are developed
from which the relative importance of many cable variables can be assessed for their
effect on the characteristies of the coupled waveform.

3.3.1 Mechanisms of Cable Pickup

To gain insight intc the fundamental characteristics of cable coupling, it is
convenient to view the pickup mechanisms for cables in terms of two constituent
parts, viz., sheath current and core current pickup. This is necessary due to the
large variety of existing cable configurations and the complexities associated with
the problen.

3.3.1.1 Sheath (Quter) Current

One way a coupling structure can collect energy from an impinging field is by
electric induction. 1In effect, charges on a conducting surface are separated by
the tangential component of the impinging electric field which results in current
flow. The overall result is that a voltage source distribution is induced on the
wire conductor consisting of incremental (point) voltage generators. The contribu-
tion of each point generator to the current at some point on the conductor is deter-
mined by its transfer admittance, which is a function of the source and observation
points. This concept is illustrated in Figure 3.19.

A coupling structure can also collect energy from an impinging field by magnetic
induction. The induced voitage is equal to the negative time rate of change of the
enclosed mugnetic flux. This concept is illustrated in Figure 3.20.

3.3.1.2 Core (Internal) Current

The mechanisms for producing core currents in cables, as shown in Figure 3.21,
generally include electric field penetrations through apertures, as well as the
sheath current effects, better known as the transfer impedance mechanism. Recently,
other pickup modes such as the so-called "cbscure" mode of pickup have also been
observed. These mechanisms are briefly discussed in the following paragrephs.
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3.3.1.2.1 Aperture Mode of Pickup

If a cable shield has holes or apertures, these holes or apertures would pro-
vide a means for the exterior fields to penetrate into the interior region of the
cable where the internal core currents are induced. It is known from electromag-
netic diffraction that, for the large aperture or high-frequency limit, a reason-
ably good descripiion of the aperture effects is obtained by approximating the
tangential electric field in the aperture plane by its unperturbed incident wave.

The EMP spectrum, however, covers an extremely broad frequency band extending
from very low frequencies to freguencies in the MHz range. Thus, a significant
portion of the EMP energy appears in the very low frequency range where the above
approximation is no longer valid. When the apertures have dimensions which are
small compared to a wavelength, an entirely different mechanism is notized. This
was the small aperture theory suggested by Bethel3 in which the fields in the
neighborhood of the aperture are treated by static or quasi-static methods. To a
first order approximation, a small aperture in a conducting wall is equivalent to
an electric dipole normal to the aperture and having a strength proportional to the
normal component of the external exciting EMP field, plus a magnetic dipcle tangen-
tial to and in the plane of the aperture and having a strength proportional to the
exciting tangential magnetic field. The constants of proporticnality are properties
that depend upon the aperture shape and size.

- For a small circular aperture of radius r, << A, the dipole electric moment,

P, and magnetic moment, M, are related to the incident electromagnetic fields on
the surface of the outer_snield in the absence of the aperture, by

P = .«eoa (an +Ela , and M = - ap Hy. In these expressions, a; * E and H; are re-
spectivefy, the normal electric field and tangentisl magnetic field at the center
of the aperture, A ic the EMP wavelength, and €, is the free space dielectric con-
stant. The electric polarizability, ae, is given by ae = -2/(3rg), and the magnetic
polarizability, ap, is given by ay = 4/(3r3).

The qualitative description of the electric 'nd magnetic polarizing properties
of an aperture is illustrated in Figures 3.22 and 3.23. Figure 3,228 shows the
normal electric field of strength E at the conducting outside shield of a cable in
the absence of an aperture. When an aperture is present on the conducting wall,
the electric field lines are distorted, and fringe through the aperture in the manner
depicted in Figure 3.22b. This field distribution is essentially that produced by
an equivalent electric dipole as indicated in Figure 3.22c. The direction of the
dipole is oriented normal tc the aperture. Similarly, the tangential magnetic field
lines shown in Figure 3.23a will fringe through the aperture. These fringing field
lines as shown in Figure 3.23b are equivalent to those produced by a magnetic dipole
located in the plane of the aperture in Figure 3.23c.

when the aperture is replaced by equivalent electric and magnetic dipules, the
field penetration into the cable due to these dipoles is computed by assuming that
the aperture is now closed by the cable wall (or a conducting wall). The equivalent
dipoles correctly account for the fields, and, hence, the energies coupled through
the aperture in the outer shield into the inner region of a subjJect cable. It is
also noted that the theory described here is an approximate one, valid only for
small apercures, Specifically, r., the radius of the aperture, must be smaller than
the shortest wavelength of the FMP spectrum,
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3.3.1.2.2 Surface Transfer Impedance

When a current flows on the sheath or outer conductor of a cable, a voltage
drop per unit length (surface electric field) asppears at the inner surface of the
outer conductor. In most situations, this is the predominant pickup mechanism by
which external electromagnetic energy is coupled into the inner conductor of a
subject cable. The external excitations (sheath current) and the inside voltage
are related by the trznsfer impedance,which is defined as the ratio of the voltage
appearing on the inside surface of the cable on a per unit length basis to the
current flowing on the outside sheath. Hence, the transfer impedance plays a
very important role in evaluating the cable performance.

A sheath current Ig(x), flowing on the outer shield of the cable causes an
incremental voltage drop, AV(x), to appear across an incremental length, Ax, on
the inside surface of the outer sheath as illustrated in Figure 3.24. This volt-
age is given by AV(x) = ZpIg(x)Ax, where Zr is the transfer impedance of the cable.
The transfer impedan-e is determined by the construction of the outer shield.
Analytical expressions are available for sclid-shell cables. For braided cables,
the complex geomutry of the cable is quite difficult tc analyze in detail, and
hence, the transfer impedance is most easily determined experimentally.

® 50lid Shell Cables

For solid shield cables, it is useful to consider the problem qualitatively.
In the very low frequency range, a current flowing on the outer shell of a solid
shield cable will experience the dc resistance of the shell. There is very little
attenuation due to skin effect. Therefore, at zero or low frequency, the voltage
drop appearing on the inside wall of the shell will be the sheath current multi-
plied by the dc resistance of the shield. The dc resistance is given by
x 1
Rdc 2t t o (3.22)

for a thin-wall shield, where "0" is the conductivity of the outer shield, "t" is
the thickness of the outer conductor and "b" is the inside radius of the outer con-
ductor. As the frequency increases, less and less sheath current will penetrate
the outer shell due ‘.0 the skin effect absorption. Therefore, the transfer
impedance of a solid cable is expected to become smaller.

Schelkunofflu has given an approximate expression for the transfer impedance
of a solid shell coaxial cable, using the assumption that the thickness of the
shell, t, is much smaller than its inner radius. Let "a" be the outer radius of
the shell. Then if

t = (a-b) << b {3.23)

is satisfied, the approximate expression for the transfer impedance is

n
Zp =

4 om/ab sinh Yt

(3.24)

where n is the intrinsic impedance of the shield and y is the intrinsic propaga-
tion constant of the shield.
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Tne transfer impedance of a typical solid shell coaxial cable is shown in
Figure 3.25. For copper sihells, the transfer impelance depends only upon the
shield thickness, inner diameter and the square root of frequency.

e Braided Outer Shell

Figure 3.25 also shows the transfer impedance for a typical coaxial cable
with a braided outer conductor. At frequencies less than 1 MHz, the behavior
tends to follow that of the solid outer conductor, and at zero frequency, the
surface transfer impedance is given by the dc resistance of the wires that make
up the braid per unit length. Above 2 or 3 MHz, the surface transfer impedance
tegins increasing with frequency. Kruegel,l5 who investigated braided coaxial
lines in great depth, found that this high frequency behavior was strongly
influenced by details of the braid construction, e.g., optical covering factor
and braid angle. Both factors determined the size and shape of the holes in the
braia and, thus, the magnitude of the magnetic fields which can fringe into the
interior of the cable. Apparently, it is these fringing fields which determine
the high frequency behavior of the cable.,

For braided cable, the surface trensfer impedance, based on experimental
resulte, is characterized by a resistance and a mutual inductance

Zp = Ry, + JuM (3.25)
where Ryc is the dec resistance of the braid per unit length, and M is the leakage
mutual inductance of the braid. A typical value of R is 10-3 ohms/m and of M is
10-10 hy/m. For multiple shields, KruegellS also found that his data confirm

the expectation that the shielding effectiveness of multiple braided outer con-
ductors is greater than that of an equivalent single braic¢. At high frequencies,
the leakage mutual inductance is approximately given by:

MM

12
- .2
M o (3.26)
where
M1M2 = leakage mutual inductance of individual braids
and o b2
—c 3,2
Ly * 3 n (bl) (3.27)
where

bl,b2 = vradii of the two shields

¥} = magpetic permeability of the space between the shields.
Several coaxial cable types were investigated experimentally at IIT Research

1nstitute (IITRI)Y to determine their surface transfer impedances using a tri-
axial tester. The results for two of the mors common cable types are given below:

Cable Type Resistance (ohms/m) Inductance (hy/m)
i RG-8A/U k.5 x 10~3 8.75 x 10-10
TG-9A/U 3.2 x 10-3 1.91 x 10-11
3-43
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3.3.1.2.2 Obscure Mechanism

The sheath current transfer impedance cable penetration mode has long been
exclusively used to determine the vulnerability of important systems employing
cable runs. The aperture mode of penetration discussed previously, in special
situations, can be very important. Recently, other penetration modes have also
been ovserved. Approximate analyses for several braided cable configurations
indicate that the EMP pickup arising from the more obscure penetration modes can
be somewhat comparable to the voltage generated by sheath current and obtained
from the transfer impedance concept. A qualitative description of the more obscure
nodes of penetraticn is given below.

In the case of an electrically short coaxial cable having a braid with a num-
her of apertures which _s exposed tc an axial electric field, the symmetric pro-
rerties of the aperture distribution become important. An axial electric field
cannot induce any voltage onto the interior region of the cable, if the aperture
distribution and all other aspects of symmetry are uniform. However, this may not
be true when some asymmetry of the aperture distribution is assumed in a cable run,
as shown in Figure 3.26. 1In this case, more lines of displacement current termin-
ate on the left inner conductor than on the right portion of the inner conductor.
The porticn of displacement current which penetrates the opening of the left aper-
ture must flow through the load resistor and shunt capacitance of the cable. Thus,
the symmetry of the aperture distribution, aperture siz« and shape, can play a
major role in suppressing the axial electric field pickup associated with the
electric field perne*ration mcde.

The symmetry of the current distribution or conductivity distribution associ-
ated w 1 the outer braid of a coaxial cable is elso important. As is illustrated
in Figure 3.27, if the current distributions on the outer conductor are completely
unirform, and if both conductors are exactly concentric, tnis coaxial cable will not
produce an exterior magnetic ficid. Conversely, such a symuetrical coaxial cable
will not respond to a transverse magnetic fieid of an external EMP. On the other
hand, if there is some mechanism {such as an imperfectly manufactured coaxial
cable) which disturbs either the positicus] symmetry or the symmetry of the current
flow, the cable will respon. to the external magnetic field of an EMP. Thess
departures in symmetry are connsidered in terms of displacing the innor conductor
away from exact center.

For smail seperations, the response of the cable to an external magnetic field
ca;: be considered in 'erms of an cpen wire pair having a separation equal to the
eccentricity, 4, of the center conductcr. If the separation is large, some correc-
tions may be desirable to account for the redistribution of the outer sheath current.
This is because of tne proximity of the inner conductor to the outer conductor.
However, such correction factors are usually small and meaningless in view of the
other perameter variebles normally encountered.

To detarmine the pickup due Lo the transverse magnetic field, one can first
cousider the reduction of the trancverse eaternal magnetirc field due to the cable
shielding and then calculate the penetration effect by using the eccentric dis-
placement and the reduce¢ walue of the interior field. The reductiun of the trans-
verse magnailc ficld 2erends largely conu the snielding effectiveness of the outer
breid. Veory few measurements hnve been conducted ou the shielding effectiveness
across the EMP froquency specirurm. For example, the shielding © zctivenesc of an

3-45




NSWC/WOL/TR 75-193

S B — — —— —

Q ®

K\Y

\\\,

[ — — — —

ax

FIGURE 3.26 Asymmetric




NSWC/WOL/TR 75-193

SYMMETRICAL CURRENT DISTRIBUTIONS AND
CONCENTRIC INNER AND OUTER CONDUCTOR

NO EXTERRAL MAGNETIC FIELDS OR TRANSVERSE
MAGNETIC FIELD PICKUP

onRe
( f i
1|
' i H
x ! ASYMMETRICAL CURRENT DISTRIBUTION AXD/OR
F1 ECCENTRIC INNER AND OUTER CONDUCTOR
PRODUCE EXTERNAL MAGNETT. FIELDS AND !
! TRANSVERSE MAGNETIC FIFLD PICKUP i
-
3
3
'

Figure 3.27 TRAKEVERSE MAGNETIC FIELD PICKUP MECHANISMS FOR
COAXIAL CABLES

3-47




NSWC/WOL/TR 75-193

aluminun braided wire which might cover a multiconductor cable apparently does not
exceed approximately 10 dB throughout the HF band. On the other hand, a copper
braid exhibiting good optical coverage exhibited increasing amounts of chielding
effectiveness at the rate of approximately 6 dB per octave from approximately

10 kHz to a maximum of about 40 dB in the middle of the HF band. Solid shields

are obviously more effective, since the eddy current flow which contributes largely
to the shielding effectiveness is not impaired by corrosion between conductors.

In addition, skin effect absorptjon can also be realized for the thicker wall outer
conductors. Thus, reduction of B for solid shields might range from 60 to 120 dB.

To assess the impact of this eccentricity displacement, a time rate of change
of the exterior magnetic field intensity on the order of lOio amperes per meter-
second is of interest from an EMP standpoint. This vime rate of change of the
exterior field will be reduced by the shieling effectiveness of the outer conduc-
tor, either braided or solid.

These factors are assessed and the resu.ts are presented in the Table 3.1,
which shows the approximate voltage pickup fo:- & one meter section of coaxial cgble
having an eccentricity displacement of 0.2 or 2.0 centimeters for a transverse H
of aﬁproximately 1010 amperes per meter-second. Typicel reductions of this exter-
ior H are also indicated by the ranges on the left.

Table 3.1  APPROXIMATE VOLTAGE PICKUP

Shield -
Response H A =0.2cm A =2cnm
Range

1010 ﬁff 2 x 104 V/m 2 x 100 V/m
Braid 8 -1 0
Shields Y10 2 x 10 2 x 10

106 2 x 1o"3 o % 10°2
Solid
Shields ) 10 2 x 10°° 2 x 107

102 2 x 1077 2 x 1078

An eccentricity of approximately 0.2 cm probably represents an upper bound for
most of the smaller or jintermediate size coaxial cables. As seen in the table,
where the outer braid provides only nominal shielding, something on the order of
10 volts per meter length of the cable can be expected with lesser values of pickup
as the shielding effectiveness of the outer conductor is increased.

This is by no means an insignificant value when compared to the voltage devel-
oped by the sheath current and transfer impedance mechanisms. A typical cable run
quite frequerntly responds with a sheath current on the order of 1000 amperes.
Values of transfer impedance in the HF band where the EMP has its maximum spectral
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components is in the order of 1 milliohm to 10 milliohms per meter. For these
values of transfer impedance, an interior voltage on the order of 1-i0 volts per
meter is developed via the sheath current transfer impedance mechanisms. The
interior voltages associated with the transfer impedance are quite comparable to
those developed by the eccentricity pickup mechanism for the transverse magnetic
fi=lds.

3.3.2 Analysis of EMP Pickup by Ship's Cabling

The common mode {bulk) current induced in cables by EMP near the conducting
surfaces of the ship#s outer structure is analyzed in this section &s a transmis-
sion line problem. Formulas and specific data for external horizontal and ver-
tical cables are presented in two different ways. In Appendix B, precise computer-
solutions of EMP pickup by ship's cabling is given in terms of such parameters as
cable length, orientation, terminating impedance and distance (or height) from the
ship's conducting surfaces. In the sections that follow, useful formulas that do
not require detailed numerical computations are prgsented for estimating induced
currents, voltages, and energies on cables.

3.3.2.1 Simplified Models for Ship's Cabling

Cabling throughout an all metal ship is almost always routed in close proximity H
to electrically conductive metal surfaces. Thus, in a majority of EMP coupling
problems, the cable can be represented by a transmissicn line model. In this repre-
sentation, the cable is considered as one conductor of the transmission line,
while the nearby metalliic surface is the return path for the current voltage
induced by the impinging EMP.

Shown in Figure 3.28 is the simplified model that will be used to analyze the
FMP pickup by ship's cabling. This model represents a large number of cables and
cable-like structures which are typical of Navy ships. Cables, water pipes, venti-
lation ducts and cable conduits which are routed e:*«rnally on or above a metallic

surface such as the deck or the superstructure can te treated as a transmission
line.

In addition to being representative, this simplified model can be extended tc
analyze the responses of more complex cable structures by using the general pro-
cedure outlined below:

1) Divide the total EMP field into its vector components.

2) Perform the following steps for each field component:

a) Divide the cable configuration into linear sections;
b) Determine the EMP pickup for each section;

c) Superimpose the responses due to individual sections.

3) Superimpose the responses due to the individual field components. )
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For example, the response of a cable loop shown in Figure 3.29 can be
obtained by using the cable model of Figure 3.28, if the incident field which
impinges upon the cable is replaced bty the sum of the actual EMP field and the
reflected field from the conductive plane at a height, d, midway between the
two-wire cable. Figure 3.30 shows an example of a more complex cable configura-
tion in which the entire cable is divided into separave sections.

In cases where cables are not routed in a straight line, the average
height and average spacing can be used as an engineering approximation. Figure
3.31 illustrates a zigzag cable loop and & horizontal cable with an almost
random height above the deck of the ship.

The transmission lire repres::tation of cable coupling is an important
engineering model because: (1) it permits a one-dimensional analysis of the
cable pickup mechanism (as contrasted to the two or three-dimensional analysis
by classical E& theory); and, (2) it provides solutions that are accurate enough
for the majority of engineering applications throughout most of the EMP spectrum
and for the greatest number of practical cable configurations found on ships.

It pust be noted, however, that when csbles are routed vertically aboard
a non-metal ship, thc transmission line model discussed here is no longer suit-
able for analyzing tne EMP pickup. Instead, the antenna mode of EMP coupling,
discussed previously in the antenna sections, may be used to determine the EMP
pickup, because a vertical cable with no nearby metallic surface or structure,
from electromagnetic viewpoint, would behuve &3 an antenna.

3.3.2.2 Estimation of Sheath Current for Ship's Cabling

Detailed and numerical results characteriziig the sheath current induced
on ships' cables by EMP are presented in Appendix B, Section B.l. These results
were obteined with the aid of a digital computer and are based on accnrate thco-
retical models of tae cable coupling problem. This approach prc./ides excellent
detaiis of the induced cable transients, and reveals such characteristics as
peak curreiit, resonant frequencies, decay time, etc. However, because of the
need for a digital computer, and the fact that the parameter values necessary
to model the cable coupling problem r:e not readiiy available for the myriad of
cable configurations found abcard ship, it is of value to consider approximatiocn
techniques for this cable pickup problem. In this section, certain engineering
approximetions are considered which simrplify the problem somewhat and which
require minimal ccmputetic 11 effort. 7o a great extent, these approximatl~ns
are obtained by neglecting losses in th= cable.

a) Matched Cable

For ships' cabling, the loade 2j wnd Zo (see Figure 3.28) could have some
impedances due to imperfect grounding or imperfect connections. 1In the case
that 7y and Zp are matched to the churacteristic impedance associated with the
conductive plane-cable line, 2g, it can be shown that the time history of sheath
currents may be expressed by the simple relations given by Equations (3,28)
and (3.2G6), given below.
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I (x=0,t) = - (&) ;-E.(t) -E % - Mﬂ (3.28)
s Zo i i c
at x = 0, and
o tp i )
I (x=2,t) = (&) £ (&% - g, (x - &inedy (3.29)
s Zo i’ ¢ i c ‘
at x = £, where Ej(t) is the incident EMP electric field, ¢ is its incident

angle, and "h" is the height of the cable above the deck.

These two simple exoressions provide approximate values for the major
characteristics of the desired current response. It can be seen that the maxi-
mum peak value of the sheath currents is given by IIs.max = h Ei,max/zo- In the
case of an RG-BA/U coaxial cable, the characteristic impedance Zp is approximately
203 ohms for h = 15.24 cm. The peak sheath current induced would be about 39 amps

for Ej mgy = 50 kV/m, which compared well with the saturation value in Figure
B.4, Appendix B.

It is also apparent, from Equations (3.28) and (3.29), that the pulse dura-
tion is (1+sin¢) %/c for the cwrrent at x = 0, and is (1-sin$) 2/c for the
current at the other end of the cable, i.e., at x = £. This pulse duration, as
indicated, increases for the current at x = 0, as the incident sngle ¢ increases.
This result also agrees with that obtained in Figure B.5, Appendix B. For the
grazing angle of incidence, ¢ = m/2, it is interesting to note that the current at
x = 2 (and hence the voltage across Zp) becomes identically zero. In this case,

the current at x = 0 has a peak magnitude Ej max h/Zp with a pulse duration of
28/c.

Since the vcltages across the loads 77 and Zo are respectively related to
the currents by V(x=0,t) = -Zg I(x=0,t), and V(x=L,t) = Zg I(x=2,t) it can be seen
that the response due to a rectangular pulse is as shown in Figure 3.32. Plotted
in Figure 3.33 is the corresponding rormalized energy, W/W,, versus angle of
arrival for the rectangular pulse, where Wp = 2h2£IEir2/Zoc. Note that for
incident waveforms other then a rectangular pulse, an approximation of the inci-
dent waveform to a rectangular shape may be made.

It can 1lsc be showr that for brordside incidence, ¢ = 02, the time history
of sheath current at any point along tne cable is given by

:
I (xex,t) = (;%) 2B, (t) - E (¢ = %) - g (t - il‘?"l}J (3.30)

Aithough this expression is not as simple as Equations (3.28) or {3..9), a system
enginecer who needs qualituative duta can easily perform the calculution on a cal-
culator.

b) Short Circuited Cable

In many cases, cable runs between shielding compartments and superstructures
should be grounded for protection purposes. This is a shield shorted-circuit con-
dition. For the case of lossless horizontal cable illumin.ted by an EMP from the
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Fig. 3.32 RESPONSE DUE TO A RECTANGULAR PULSE
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broadside direction, the short circuited sheath current can be expressed
approximately by the following simple form:

Ei(t)

(3.31)
2y

Note that Equation (3.31) applies not only to the load currents, but the
current at any point along the cable as well. This expression indicates that
the sheath current has the same waveform as the incident EMP, but the magnitude
of the current is modified by a factor of (-2h/Zy). Thus, a peak current twice
as large as for matchaed cables can be expected.

Is(x=x,t) = (-2h)

To compare the resuits of the approximate analysis, which neglects losses,
to the results of the exact analysis, a plot of the short circuit current
obtained from computer calculations is presented is Figure 3.34., Under the same
conditions, the normalized peak current is found to be about 1.5 mA from Equation
(3.31) (dotted curve) as compared to 1.21 mA from Figure 3.34. It is also
clearly seen that, except for the 180° phase shift, the response waveform is
exactly the same as that of the incident EMP waveform.

3.3.2.3 Core Current Resulting from Surface Transfer Impedance

Surface transfer impedance phenomena result in a distributed voltage on the
inner surface of the cable sheath which produces a current on the cable core
conductor by transmission line coupling. Due to the distributed nature of the
induced voltage and the phase variation of the EMP transient along the cable
length, the calculation of the core current waveform involves the numerical
solution of di““srential and integral equations. A simpler procedure can be used
to obtain an estimated value for the peak core current by considering the situation
ir which all incremental voltage generators are in phase.

Under this condition, it is assumed that the phase distribution of the
sheath current is such that the voltage produced by the surface transfer impedance
is additive, thus allowing the voltage to be treated as a lumped source. Under
transient conditions, the initial traveling wave of core current will be given by:

= L
Ic Tz
c
I Z 2
- s T
- Zc (3-32)
where
Iq = sheath current
ZT = surface transfer impedance
£ = length of exposed cable
Zc = characteristic impedance of cabl»

Although this relation is not valid for obtaining a time history of the
core current, it is useful for obtaining the approximate peak cove current, which
is important when cconsidering the type of protection scheme required for the cable.
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3.3.2.4 Estimation of Cable Pickup in Terms of Energy

Decause of the fact that damage thresholds for a large nunber of EMP sensi-
tive electronic components are given in terms of energy levzls, it is of interest
to the EMP hardening engineer to determine EMP pickup by cables in terms of energy.
This section is devoted to characterizing EMP pickup in terms of energy--specifi-.
cally, energy coupled by the conducting element of a cable.

The joule energy delivered to the lcad may be computed approximately from the
time waveform of either the load curreat or the voltage across the load, as follows:

T V%(t)

T
J = K / Ii(t)z dt = dt {3.33)

0 . o Rt
where R, denotes the real part, Ry = Re(ZL) and Zy, is the load impedance connected
to the cable. The load impedance may be an impedance other thep a pure resistance.
It would include the input impedance of the equipment which is connected to the
cable. Note that the load voltages across the loads Z) and Zo (or Z; and Z5) are
related to the load currents by V(x=0,t) = -Z] I(x=0,t) and V(x=L,t) = Zp I%x=£,t).
The time, T, of Equation (3.33), in principle, is defined as the time when the wave-
form decays to zero. As an approximation, however, T could be truncated at the
time when the response contributes negligible energy to the cable, compared to that
in the period of early rise time. In addition, one could also approximate the time
history of the load current (or load voltage) by & much simpler waveshape.

Consider a norizontal cable 50 meters long situated at a height of 15.24 cm
above the deck plane of a Navy ship. (The cable is exposed directly to an electro-
magnetic field with a field intensity of 50 kV/m.) The outer conductor (the shield)
is assumed to be shorted at both ends of the cable. If the load impedances, Zi and
Zé, between the core conductor and the inner shield are both matched, the time his-
tory of the load current has a waveform as shown in Figure 3.35, which could be
approximated by a simpler wavefcerm of rectangular shape as indicated by the dotted
line in the figure. The Jjoule energy delivered to the load, from Equation (3.33)
and Figure 3.35 becomes

&

27 27
Il Zo tl + 12 ZO t2

61.92 x 106 joules (3.7%)

J

where Ei = Eé = Eb and Zb = 50 ohms. The delivered energy expressed in decibels
is about -42.1 4B.

The simplest and perhaps the most primitive way to identify the cable problem
area and to determine the potential failure that may be caused by the problem is to
compare this collected energy by the load with the minimum damage thresnold energy
of the most sensitive components which may be connected to the cable as a load.

This approximate method is not meant to replace the more exact solution to
obtain the delivered energy by performing the integration of instantaneous power
with respect to time numerically, but it is intended to provide an easily
cbtainable estimate of delivered cnergy.
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3.3.3 EMP Hardening Techniques for Ships' Cabling

3.3.3.1 Cable Shielding

An effeclive way to reduce the EMP energy pickup on cables is by
shielding. This car be accomplished in a number of ways depending on the

type of cable, its application, and the requirements and constraints imposed

by the ship's construction and equipment laycut. In general, the concept of
cable siuielding means the use of a metallic structure that completely surrounds
the cable core of ipner conductors. For some cables, this can be achieved by
confining them to the interior portions of the ship, thereby taking advantage
of the inherent shielding characteristics of the all-metal ship. This approach,
hovever, has certain limitations. The all-metal ship is not an ideal shield
because of the large number of apertures, cable and pipe penetrations that
permeate its entire interior structure. Hence, to use the ship's structure

as a shield for interior cabling, care must be taken to EMP-harden or control
these interior apertures and/or penetrations.

More localized techniques for cable shielding include the use of conduit,
ducting or cables which are manufactured with solid or braid-type shield.
Ducting or conduit, when installed by threaded or welded joints, can provide
excellent cable shielding. ‘fo insure good electrical conductivity across
these Joints, &1l threaded connections should be subject to a torquing speci-
“icatior. In weld.-.g. a continuous weld around the entire periphery of the
soint should be made. A typical layout of a conduit/ducting system for ships'
cabling is chown in Figure 3.36.

Voltages and curreats induced on conductors within conduit have complex
vaveforms. Basically, the voltages and currents depend upon the following
factors:

¢ Surface Current

The currents flowing along the conduit which are produced by the external
field environment generate a voltage drop due to the resistance of the conduit.
This voltage can be coupled into conductors within the conduit. Rusted and
corroied threads will introduce series impedance along the conduit's length,
resulting in larger voltages. Therefore, cleanliness and careful assembly
are very important in an EMP protection program.

® Dimension and Material

The diamater and wal. thickness of the conduit are factors ir energy
venetrations. In general, ithere is less coupling into contained conductors
within large diameter conduits than into small ones. Induced voltages on
conductors within the conduit vary inversely to the square of the conduit
wall thickness.

The voltages induced on conductors in conduits are also directly propor-
tional to conduit length. Figure 3.37 shows that the induced voltage increases
as the lengih of conduit runs increases, and dictates that a careful design
to minimize the length of conduit runs is necessary.
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Induced Conductor-to-Conduit Voltage (volts)

001

1 2 S 10 20 50 100

Conduit Peak Current
(thousands of amperes)

FIGURE 3.37 Conductor voltage vs conduit peak current for varying
lengths of standard rigid steel conduit 2 inch trade
size or larger with welded joints or threaded couplings
(Reference 16).
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Also important is the type of conduit material used. Higher magnitudes
of induced voltages tend to appear on low permeability conduits, such as those
made of aluminum, than on those of high permeability, like steel. Properly
installed, galvanized continuous steel conduits with thick walls (typically
1/4 to 3/8 in.) are very effective.

e Number of Couplings

The induced voltage within a conduit is directly proportional to the
number of couplings in a conduit run. Assuming that a1l the Jjoirts are con-
structed to a high standard of workmanship, Figure 3.38 shows the induced
voltage inside the conduit versus the external magnetic field. Note that
poorly made or loose Joints could increase these induced voltages enormously.
This suggests that electrically-conducting sealants on {hreaded couplings >r
continuous welds at threaded couplings are desirable.

® Bending

The number and kind of bends may influence both the magnitude and wave-
shape of induced voltages on the inside conductors. As illustrated in Figure
3.39, these induced voliages are directly propcrtional to the number or bends.

Higher conductor vcltages may be iunduced in severe, short-radius bends
than in gradual ones. This is partially the tasis for generally avoiding
the use of condulzts in conduit assembly. Another reason is that the condulet
covers may be accidentally removed or omitted, resulting in extremely high
flux leakage into the conduit with consequent increases of voltages on the
inside conductors.

® Conductors Within the Conduit

Voltages induced on parallel-pair cables are generally higher than on
twisted-pair cables because of the greater area presented to the EMP. leakage
flux. Cables constructed with wound or braided shields within a conduit are
effective in reducing the induced voltages, provided such shields are properly
groundec. The actual position of conductors within the conduit alsc affects
the induced voltage pickup. However, from & design standpoint, this is hard
to control.

A conduit system must give dependable and effective shielding against EMP
penetration for the internal conductors of the cable, and it must be bonded
to the hull/deck/bulkhead of the ship at entry in such a way as to guarantee
that none of the shield current can enter the ship. The conduit should collect
all the incident EMP energy and, through carefully controlled grounding practices,
disperse this energy on the outer skin of the ship where it will do no harm.
Wherever a conduit passes froum en external to an internal space it must be
circumferentially welded to the hull/deck/bulkhead at the point of entry on
the external side. This alsc applies when a conduit must pass from the outside
to an enclosed area in the superstructure.

It sbould be pointed out here that to insure water tightness of the ship,

cables that pass from the externzl environment to the internal ducting can
atill be rnuted through stuffing tubes that terminate internal to the duct.
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Induced Conductor Voltage (volts)

100 150 200 300 400 300 600 800 1000

H-Field Intensity
(arperes/meter)

FIGURE 3.38 Conductor voltage vs H-Field intensity for varying
number of couplings in standard rigid steel conduit,
2 inch trade size or larger (Reference 16).
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FIGURE 3.39 Induced conductor voltage vs conduit peak current for
varying number of bends in standard rigid steel conduit,
2 iach trade size or larger (Reference 16).
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It is only necessary to ground all cable sheaths “o the outer surface of duct
or bulkhead before entering the duct.

Recognizing that all external cables, including those cables that are
routed through compartments with windows or portholes and thrcughout the
hangar area, should be in ducts, it is important to note that branch cables
from these ducts to permanent equipment in these areas should also be enclesed
in ducts or conduit. The branch conduit is to be welded to the main conduit
! at the point of entry. Connectior to the equipment may be accomplished with
threaded connectors to provide fcr easy removal.

In either cuse, the cable shield/conduit must have good electrical con-
tact with the outer shell of the connector and this shell must provide good
electrical contact with the outer skin of the duct.

The cable conduit will prevent the cables from behaving like antennas.
If protective devices, such as spark gaps, are not iunstalled at the antenna,
_ the energy picked up will be carried into the duct system. It is imperative
3 that this energy be dissipated before the conduit enters an internal space.
To accomplish this, it will be necessary to provide cable veults. Every cable
which comes down the mast in a conduit containing a cable from an unprotected
antenna must be filtered and/or surge arrested within the vault to prevent
energy from entering the ship.

To aid in running cables and to provide a convenient structure on which
to locate entry/exit connectors or branch conduits, metal access boxes may
be placed, as needed, along the conduit. To prevent cegradation of the duct
system, the box should also be constructed of 1/4 inch steel with rounded
corners and the conduit should be circumferentially weided to the box. The
access cover should be RFI gasketed and bolted shut. The mating surfaces
nmust not be painted and, ideally, the access cover should never be removed
al sea. Lastly, the box should be welded to the supporting structure.

3.3.3.2 Cable Routing

Proper considerations of cable routing in a ship could significantly
reduce the EMP pickup on system cables. One of the important considerations
of cable routing to orotect against EMP pickup is the total length of the
cable. The less total cable length used in a ship, the lesc EMP energy coupling.
Another important wsspect of EMP cable routing is to avoid ground loops. While
it is desirable to avoid ground-loops, this can only enhance protection if the
cables under consideration are within a shielding enclosure. If the cables
are not within a shielded enclosure, these cables will collect substantial
current, no matter how they are geometrically arrunged. It can be shown that,
in certain situations; a straight cable run can cdollect more current than a
loop of ccaparable dimensicns. In general, however, it is best to lay out
the cable systems in a radial or tree fashion. Figure 3.40 illustrates these
wiring systems. The purpose of such wiring configurations is to avoid forming
ground loops which would provide additicnal pickup.

Ceble runs in a ship usually take the shortaest or most convenient route;
consequently, a cable might pass through & mission critical aree (though it
serves no function in that area). As a result, higher fields are produced in
such areas due to the additional coupling. Therefore, it is suggested that
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(a)

Equipment Power, Ground, And
Signal Cables

(b)

]

Fig. 3.40 RADIAL (a) AND “"TREE" (b) WIRING SYSTEMS
USED TO REDUCE EMP SUSCEPTIBILITY
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all cablies which are not terminated or serve no purpose in these shielding
areas should be routed around the shieclded areas. In addition, cable bundles
should be grouped or zoned in terms of their specific power and signal trans-
mission functions. Power cables, control cables and RF comrunication cables,
for example, should be grouped in separate bundles or conduits. The distance
spacings between them should be adequate to keep their interaction or coupling
to a minimum.

3.3.3.3 Penetration Treatment

EMP energy may penetrate from exterior to interior regions of a ship via
the induced sheath currents on cables. If the outer sheath is not properly
bonded to the bulkhead, the sheath current will not be entirely dissipated on
the skin of the ship. As a result, currents will penetrate into the inte.-ior
region of the shielding compartment. This current will reradiate EMP energy
vhich, in turn, could be coupled to cther cables cr sensitive electronic
equipment within the compartment. Therefore, the effects of cable penetration
could, in principle, couple EMP eilergy into all portions of a Navy ship.

Two techniques tc avoid such EMP energy penetration are to use only a
single point entry and to bond the cable shielding at the point of penetration.

e Single Point Entry

Preferably, all cables that terminate within a shielded space should
enter/exit via a cable vault of "EMP Entry/Exit" room, with a single point
entry. Shown in Figure 3.11 is a skatch of a typical shielding shelter
showing & hypothetical single point entry. In this "EMP Entry/Exit" room,
all the protective devices and/or techniques (such as grounding, isolation,
limiters, filters, etc.) necessary to reduce EMP penetrations into the hardened
area via these cables, ducts, etc., would be housed. The bulkhead defining the
outer wall, where the cables and pipes will enter, should be 1/4 inch or thicker
steel. Conduits or steel pipes penetrating this bulkhead should be welded
circumterentially on the outer surface. Any cables not in conduit should have
the insulation stripped off at the entry point, and the shield is 1> be shorted
to the bulkhead.

e Bonding of Cable Shielding at Point of Penetration

All cables which rust penetrate the compartment shield must de properly
terminated and protectrl it the points of entry. If single point entry proves
impractical, more than one entry/exit vault may be considered. This might not
significently decrease the protection integrity due to the thickness of stecl
normally used for the interior bulkhead. Unshielded cables should be shielded
and/or be in ducts before penetration. Tha bulkhead should have sufficient
area 30 no penetration of cables will occur within about 5 feet of the nearest
edge. The entrance should be continuously welded around its perimeter to the
shielding compartmeit. For an illustration of these EMP penetration protection
techniques, the reader is referred to Figure 5.3 in Chapter 5 of this book.

Reduction in coupling due to penetrations can also be accompiished by
grounding the shield of cables directly to the bulkhead at the point of entry.

All incoming cables such as power cables and data lines should be routed
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Weld Or Braze Cable Shie!ds At Both Bulkheads

Electronics

Water Lines
Sewage Lines

Pipes And Cables That Do Not
Terminate In The Shielded Space
- ,,leld At Both Bulkhec<s Shall Go Around It

«—|/4 |nch Steel Or Thicker

Electric Power

Frotection
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Fig. 3.4! ILLUSTRATION OF SINGLE POINT ENTRY
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in such a way that, at the penetration point, protective devices can be mounted
on the bulkhead. Protection may be in the form of either filters or surge
arrestors. (Details of protection devices are discussed in Chapter L.)

3.3.3.4 Supplemental Protection Practices for Transmission Systems

For the EMP hardening of a Navy ship, the problems associated with energy
pickup on cables is of major concern. Previous sections have discussed the
reduction of EMP energy transmission on cables to interior regions utilizing
proper grounding of cable shields and protection devices. This section will
geal with the reduction cf energy pickup on information transmission channels.

® Carrier System

It is known that an EMP pulse is quite broadband, containing a large
amount of energy in the low frequency region of the spectrum. The use of a
carrier system at a frequency well above the frequency range of the EMP spec-~
trum for the internal transmission of information would result in a rejection
of the induced EMP energy. In addition, carrier systems also have the advan-
tages of permitting floating, balanced conductors, narrow band-pass filtering
and transformer isolation.

e Jlon-Conducting Transmission Links

One of the most effective ways to reduce the collected EMP energy is to
use a transmission system which does not respond to the EZMP pulse. One such
system is a dish antenna vith a waveguide used for the transmission link.
Other tyres of transmission links which would be quite suitable for intership
data transmission are microwave links, laser transmission links, dielectric
waveguide and fiber optics. )

The microwave and laser systems reqaire line~of-sight transmission and
~ould be used bet ;een deck and superstructure. The dielectric waveguide and
fiber optic systems would be used for in%er- and intra-compartmental data
transmission. f11 of these transmission links would require sume additional
electronic equipment {or transmission and reception of the signals. However,
the cost of the additional equipment may be less than the cost required to
achieve reyuir~d protection levels using conventional transmission links.

e Damping Schemes

EMP propagation aiong the direccion of a cable could induce a traveling
vave type of voltage buildup. One way to circumsent this difficulty is to
ground the sheath. Another way to slter and suppress the transmission of fields
along a cable is to change the transmission impedance. It is krown that any
change in the transmission impedance will produce reflections and reduce trans-
mitted eneryy. Thus, the insertion of perpendicular conducting baffles can
suppress pulse interferences in a cable system.

Similarly, anything which can be done to enhance the fields in a lossy
material will increase pulse attenuation effects. This may be accompliched by
introducing a fer.ite ring around a cable. By locating the lossy ferrite at
the base of a baffle, an ultimate degree of feasible attenuation can be achieved.
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o Twisting and Shielding

One of the favored approaches for hardening cable is the use of twisted
wire cable to minimize the "B-dot" pickup. This twisted wire cable must also
be shielded to minimize the E pickup effects. The inside voltages induced by
sheath currents are minimized by the use of btalanced terminations which, in
efﬁect, are not connected to the external sheath. This is shown in Figure
3.42.

e Terminations

It should be pointed out that terminations &nd splices also can play a
significant role in increasing the coupling effects associated with long cable
runs. In the case of a balanced pair within a cylindrical shield, the cable
must be terminated both for the balanced and common mode terminations. It is
good practice to consider multilayer shields and common mode (phantom) circuits
as independent energy transmission lines and to terminate them accordingly.
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(1) Twisted- Pair Minimizes H Pickup

(2) Balanced Termination minimizes E Sheath Current
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Fig. 3.42 MINIMIZATION OF PICKUP
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CHAPTER U

PROTECTION TECHNIQUES AND DEVICES

k.1 Introduvction

In general, protection techniques involve methods which reduce the probability
of performance degradation of electrical equipment due to the EM*® ¢nergy which is
collected by the cship. These techniques fall into four b»asic cat=zgories.

e Reduction of collected and transmitted energy
by construction and installation techniques.

e Increasing failure threshold «f circuits by
design and component selectiou'.

e Modifying circuit function to reduce susceptibility.

@ Reduction of incident enerzy on equipment using
protection devices.

The reduction of collected and transmitted energy involves the concepts of antennas,
shielding, zoning, and cable corsiderations. Methods for dealing with these areas
of protection are discussed in other chapters of this manual. Circuit modifica-
tion and design are beyond the scope of the Ship Design Guidelines. The emphasis
in this chapter is, therefore, on the last category.

Protection devices reduce the EMP transient energy transmitted to the equip-
sent by reflecting and/or dissipating a portion of the energy which is incident on
the protection device as indicated in Figure 4.1. The device changes both the
shape and frequency content of the transient pulse, Py, that is transmitted to the
equipment. The analysis and prediction of the effectiveness of the protection
device is performed in either the frequency domain or in the time domain depending
on the characteristics of the device. For linear devices, a frequency domain
analysis is used while nonlinear devices require a time domain analysis.

The two major types of protection devices considered in this chapter are fil-
ters and surge arrestors. Filters arec used to limit the frequency spectrum of thre
interfering pulse, while surge arrestors limit the amplitude. Both are used
extensively for EMP protection.
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Fig. 4. ENERGY BALANCE FOR PROTECTION DEVICE

Filters are used when the equipment to which cables are attached makes use of
only a small part of the spectrum of the interfering signal. Therefore, these
devices prevent energy outside of the range of interest from enterirg the equipment.

Surge arrestors limit the amount of energy entering the equipment by dissipa-
ting some of the energy contaired in the interfering signal in the surge arresting
device. The net effect of this is the limiting of the voltage levels on the cables
attached to the equipment.

The choice of type ¢f device to be used i3 dictated by a number of factors.
Some of these are:

e frequency spectrim of the information carried
on the cables

e amplitude requireaents of the information
carried on the cables

e susceptibility and vulnerability of the equipment
attached *o the cables to the interfering pulse

o size, weight, and installation spuce
e cost (initial and maintenance).

In the discussion that followe, these factors are considered for each type of
device. Filters (spectral limiting devices) are considered in the next section.

4.2 Spectral Limiters (Filters)

If a piece of equipment has cables entering it that cerry voltages whcse
spectral content is a small portion of the EMP spectrum, the EMP signal entering
the equipment can be significant’ reduced by using a filter. In order to specify

4-2
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an appropriate filter, several pieces of information are required. These are:

a) the desired spectrun of the signal that is to pass
through the filter

b) the spectrum of the EMP signal appearing on the cable
¢) the required amount of attenuation of the EMP signal
d) the terminsting impedances of the filter.

The purpose of this seciion is to describe available filter types and to discuss
their application.

Spectral limiting invoives the use of a frequeucy domain filter whose trans-
fer characteristic is a function of frequency and, ideally, is independent of
smplitude. The analysis is performed using Fourier or Laplace transform procedures.
The basic steps in the analysis are:

a) trensform the expected EMP waveform from the time
domain to the frequency domain

b) determine the transfer characteristic of the filter

c¢) multiply the pulse spectral function by the filter
transfer function

d) transform the results of c¢) to the time domain to
obtain the waveshape at the output of the filter.

These steps are shown in flow diagram in Figure L.2

This procedure is directly applicable to the model system shown in Figure 4.3
where the tiansfer function of the filter is specified fo. particular values of
source and load resistance. However, this simplified resisto: representation of
source and load is usually valid only over the relatively narrow range of frequen-
cies which contains the normal information signals. For the wide band frequency
spectrum associated with EMP energy, the source and load impedances normally
required the inc.usicn of reactive elements for accurate reprcsentation. When this
modification is made, the circuit representation cf the filter must be used to
obtain the proper transfer function of the circuit.

Filters may be classified in a number of ways such as:
e frequency range (audio, HF, etc.)
e frequency charecteristic (low pass, band pass, etc.)
® type of elements used (RC, LC, crystal, etc.)
e =application (pover line, receiver input, power supply, etc.)

For purposes of discussion in relation to EMP, it is useful to consider the broad
categories of nondissipative and diszipative rilters. These classifications refer

4-3
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e(t) |——el Direct Transform —a E(jw)
T(w)
eo(t) Inverse Transform [®— Eo (W)

Fig. 4.2 TRANSFORM ANALYSIS FLOW DIAGRAM

e(t)—=E(jw) T(jw) RL Eo(iw)"eo(t)

Fig. 4.3 MODEL SYSTEM FOR SPECTRAL LIMITING
ANALYSIS
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to the physical means by which the filter controls the frequency range of the
transmitted energy.

4.2.1 Nondissipative Filters

Nondissipative or raflective filters are made up of iuductors and/or capacitors
in the lumped element or of tuning stubs in the case of distributed parameter
systems. The design and performance of the filter is strongly affected by the
source and load impedance. The specifications for the filtcr usually give a range
of frequencies over which energy is to be transferred with little or no attenuation
(vhe passband) and the minimum attenuatiorn of energy in the frequency range outside
the passband (the stopband). The source and load impedances are also specified and
are often given as pure resistances.

Physically, the filter behaves as & frequency dependent impedance transformer.
For frequencies in the passband, the input impedance of the filter approximately
matches the source resistance zr4 maximum power is transferred to the filter., Since
the filter is lossless, any power accepted by the filter is transferred to the load.
For stopband frequencies, the input impedance of the filter is reactive and reflec-
tion takes place at the input terminals of the filter.

The fact that nondissipative filter action is a reflective process is, in
general, a disadvantage as related to EMP protection for two basic rea:ons:

a) Energy which is reflected will appear elsewhere in the system
and mus* be dissipated by other elements of the system.

b) Reflections often result in larger peak amplitudes of voltage
or current than would otherwise occur. These larger amplitudes
could result in arc over in the filter components. This arcing
provides a path for energy flow to the squipment which is being
protected and also could result in damage to the filter such
that energy in the passband would not be transferred by the
filter following the EMP event.

Another disadvantage of nondissipative lumped parameter filters is that the
interconnection and layout often results in parasitic inductance and capacitance
vhich may cause spurious responses nct predicted by the analytical design. These
responses could allow large amounts of EMP energy to reach the protected equipment.

Two basic types of lumped parameter nondissipative filters, the [I-filter and
the T-filter, are illustrated in Figures 4.4 und 4.5. The low-pass [l-filters may
not adequately protect against EMP because high voltages can develup across the
input capacitor and cause degradation or failure when the capacitor resonates with
an inductive sourcel®, Since T-filters are not susceptible to these high voltages,
they are often used for EMP hardening. However, with a T-filter, more power can
possibly be delivered to the load. In Figure 4.6, if the source and load capaci-
tances resonate with inductances Ll and L,, respectively, the voltage across Ry, is
greater than it would be without the filter.

]
Superscripts refer to numbered references at the end of ihe chapter.
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A distributed parameter nondissipative filter is the quarter wave shunt.
It consists of a shorted transmission line which is connected in parallel with
the signal transmission line as illustrated in Figure 4.7. The shorted line
appears as an open circuit {no shunting effect) to frequencies for which the
line's length is en odd number of quarter wavelengths. For other frequencies,
the line appears as a shunt reactance and will produce reflections due to mis-

match. Such a filter is practical only at the higher frequencies where a quarter
wavelength is a reasonable length.

4.2.2 Dissipative Filters

A dissipative filter includes elemeats which dissipate energy in the stop-
band range of frequencies. Unfortunately, all stopband frequency energy is not
dissipated within the filter since mismatches result in the stopband and some
energy is reflected. However, the reflected energy ani, hence, the peak vcltage
and current transients are generally less ir. the dissipative filter than in the
nondissipative filter.

Probably the most familiar Zumped element lossy filters are the RC retworks
illvstrated in Figure 4.8. To obtajir a larger attenuation in the stopband, the
LCR filters shown in Fi{_ure L.9 may be used. The charscteristics of the lumped
element dissipative filters are subject to the same degradations as mentioned
in Section 4.2.1 (spurious responses due to stray inductance and capacitance
and the possibility of resonances with source and load reactance).

For protection applications which require a low pass filter, it is recommended
that a lossy material filter may be used. These ccmmercizily available devices
consist of materials that encircle the conductor lead that is wired to the device
or equipment which is to be protected. The energy is irductively coupled into the

material and is dissipated there. Two advantages associated with these filters
are:

a) simple construction and thereforc mirimal parasitics and
associated spurious responses,

b) the attenuation characteristics are not critically related to
source and load impedances as in the case of reflective filters.

The major disadvantage is that lossy material fiiterrs are inherently low pass
devices.

A ferrite bead,vhich is a small ferrite torroid whose equivalent circuit is
a series RL circuit in the conductor arcund which it is placed, is used in one
type of dissipative lossy material filter. Figure L.7" shows a ferrite core
(bead) placed around a wire and the first order equivai. "t circuit. The resis-
tance and reactance are functions of frequency. Figures .11 and 4.12 illustrate
the variations of the resistive impedance and reactive imp 1ance as a furnction of
frequency for various types of cores. As shown in these figures, the individual
cores are relatively low impedance elements. Sometimes more attenuation can be
obtained by using many cores on A given conductor. However, this may result in
an impedance reduction at certsin frequencies, as illustrated in Figure 4.13.
In this figure, 30 beads are more effective above 20 MHz than are 300 beads.?
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Core saturation ac high currents, which should be considered in the use of
ferrite beads, varies from material to material; therefore, manufacturers' data
on individual materials must be consulted.

An effective way of rullifying the saturation effects of cores in a DC
power line is illustrated in Figure L4.14. Here, ferrite torroids are installed
in a DC power line as EMP filters. The high-side and low-side windings are wound
in opposite directions; thus the DC flux, which is reduced almost to zero, does
not saturate the core. The coaxial capacitors and C; and Cp short out the AC
components., Thus, the AC current in each winding on the torroid is different,
and normal filter action takes place. As noted in Figure 4.14, input and output
leads should be separated Lo prevent arcing between them. In DC power circuits,
the filter resistance is important, but because ferrites have such high permeabil-
ities, only a few turns are needed and, therefore, filters can be made with
large wire, which minimizes the DC resistance.”?

Lossy material filters are aveilable in forms other than the ferrite bead.
Figure 4.15 illustrates one construction which is commercially available and
shows a comparison of loss filter and reflective (i.e., reactive) filter responses.
Of significance in this comparison is the lack of spurious responses in the lossy
filter characteristics.

Filter pin connectors provide a means for incorporating filters into the
system with minima) increase in space and weight. These filters are designed
as an integral part of the connector, and therefore, do not require special
housing or circuit space. They come in circular, miniaturized and subminiaturized
rectangular shapes, can accomodate up to 61 contact arrsngements, and are avail-
able in II, LC, CL, and capacitor configurations shown in Figure 4,16, As
indicated, ferrite beads can be used to provide dissipative filtering.

Figure 4.17 shows typical insertion loss test results obtained as per MIL-
STD-220 ou contacts in a filter pin connector. Since not many EMP hardness data
are available for filter pin connectors, systems qualification tests must be
conducted.?

When designing filters for operation in the audio frequency range, one finds
that the large component velues required lead to large physical size and weight.
To avoid this difficulty, an active filter design is often used. Such circuits
are quite satisfactory for operation with the normal signal levels in the system.
However, these filters provide little EMP protection since the semiconductors
and integrated circuits used in the circuits are generally as susceptible to
damage as are the components in the equipments one is trying to protect.

h,2.3 Applications

A number of systems employ filters for reasons other than EMP hardening.
A few examples are:

a) low pass power line filters at equipment inputs for reduction of
voltage spikes and surges.

b) filters on control and information leads of audio and video
equipment for noise reduction. These may be low pass or band-
pass filters depending on the frequency range of the desired signal.
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c) bandpass filters at the input of communication receivers for
noise reduction and channel selec:.ion.

d) cryptographic installations.

These filters may not provide substantial EMP protection since the no™mal speci-
fications would not provide for the large levels of voltage and current which
could be experienced in an EMP environment. Therefore, breskdown eand/or damage
of these filter components could occur.

The decision to use a protective device is based on a comparison of the
expected incident energy and failure threshold for the device or eguipment
being considered. The type of protective device to be used (spectral limiting,
amplitude limiting or a combination of the two) is based on the following
considerations:

e Normal signal levels associated with the equipment.
e TFrequency range of the normal information or power signal:.,

Two examples of signal level considerations which would require the use of
filters for EMP protection are the very low level signals associated with sensi-
tive receiver inputs and the high level voltages (neur cable breakdown rating)
associated with transmitter outputs., ©Since amplitude limiting devices are not
very effective for reducing voltage levels to less than approximately three
volts, spectral limiting must be used to protect receiver inputs where normal
levels are in the millivolt or microvolt range. When normal signal levels are
near cable breakdown ratings, amplitude liniting will not be effective, since
the limiting action will likely occur at a voultage above the cable rating. 1In
this case, the filter would be placed at the antenna input to protect the cable.

Fortunately, the frequency renge of the information signal in equipment
which opcrates with low level or high level signals is often relatively narrow.
Therefore, bandpass filtering will bte effective in these situations providing
the filter elements are chosen with EMP level stresses in mind.

Frequency range considerations are related to the amount of EMP energy which
will be pagsed by the filter. OCbviously, the filter must pass energy in the fre-
quency range that the normal signal appears. Therefore, the use ¢f a filter may
not result in much protection for wide band, low frequency devices such as video
amplifiers since very little EMP energy would be stopped by the filter. 1In
general, systems which operate in a narrow frequency band and/or st high frequen-
cies are candidates for EMP protection via spectral limiting.

The initial decision regarding the use of a filter for protection is based
onh the EMP energy contained in the passband frequency range of the filter. This
value of energy is obtained by transforming the expected transient waveshape from
the time domain to the frequency domain using the Fourier transform integral.

V(jw) = I v(t)e %3¢ (k.1)

0
The lower limit on the integral is zero to conform with the agsumption that the
transient starts at t = 0. The energy contained in the spectrum between the
limits 0 < w Luw, is obtained from the integralj
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1 [ 2
W o= ﬁfo Iv(Jw) | aw (k.2)

Where W is normalized with respect to the iload resistance, i.e., actual energy
is equal to W divided by the load resistance. The total energy in the spectrum
is determined Ly letting w. approach infinity.

Table 4.1 summarizes the results of these calculations for three types of
waveshapes--the single exponential, the double exponential and the damped
sinusoid. The energy equations are plotted as a fraction of total energy in
Figures 4,18, 19, and 20. The curves of W/Wp represent the fraction of total
energy contained in the region 0 < w < we (see Table 4.1) and are useful for
determiniug tre energy delivered or passed to the load when using low pass
filter designs. For high pess filter designs the 1 -~ W/Wp curves, which repre-
sent the fraction of total energy contained in the region we £ w < =, would be
used. Bandpass applications may use either set of curves depending on the
frequency range of the passband.

As an example of the use of these curves, consider the damped sinusoid
shown in Pigure 4.21 as representing the EMP-induced current input to a critical
rcuit, The damping factor and ring frequency can be determined from this wave-
form by using the relationsiiips

I

1 ] 2
a = ln == (4.3)
t2 - tl Il
2l 21
Wo = 7 = (L.b)
T t2 - tl

where (t1, I;) and (tp, Ip) are the coordinates of successive pesks on the wave-
form. For this curve they have values of

t; = 8nsec, I, = 3154, t, = 35nsec, I, = 80A

which result ir a = 50 x 106 and wo = 233 x 106.

As can be seen in Table L.l, the total energy for the damped sinusoid
depends on the magnitude Vg (or in this case Ig) of the input waveform. To
determine Ip, and thus the total energy in the damped sinusoid, the following
expression can be used:

I, = I,e 1 = Lj0A (4.5)
Inserting those parameter values (i.e., a, wy and Ig) into the expression
for Wp given in Table L.1, a value of .053 joules is obtained for the total
enesgy that would be dissipated in a 50 ohm load.

If the EMP energy collector is connected to a system or load in which the
normal information signals are contained in the frequency range above 50 mega-
hertz, one could use a high pass filter to reduce the transient energy incident
on the load.
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A quick estimate of the amount of energy passed by the filter is obtained by
assuming an ideal filter and using Figure 4.20 with wp/a = 4.65 = 5 and

we/we = 50 x £l/233 = 1.35. This gives a value of 1 - W/Wp = 0.75 for the fraction
of the total EMP input energy that will be passed to the load through the high-pass
filter; 0.75 x .053 = .004 joule is delivered to the load. Comparison of this
value with the amount of energy required to produce damage or upset to the circuit
will determine whether or not a filter will provide the necessary level of protec-
tion.

It must be kept in mind that this procedure provides order of magnitude results
since ideal filter characteristics are assumed. Thervefore, if the decision is made
to use a filter, anal; :is and/or tests ¢~ the entire system must be made with the
filter included to take into account the finite slope of the filter characteristic
in the stopband and to determine if energy is redistributed in the frequency domain
due to the mismatch which results in the stopband region of the filter.

When a filter is used for EMP protection, it is essential that the filter
operate as predicted from analysis. i.e., no spurious responses. Generally, a
simple filter in terms of number of components minimizec the parasitics and
unintended loops and, therefore, minimizes the probability of spurious responses.
As mentioned earlier, a dissipative filter is ncrmally superior to a norniissipative
filter in terms of the likeslihood of spuricus responses.

4.2.4 Instellation Practice

The construction and installation of a protective device is as critical as its
design. Since the filtsr acts as a controlled energy barrier, its input and cutput
connections must be isolated from one another. A good filter (or other protective
device) is usually constructed in three electromagnetic scctions as shown in
Figure h.22,

Most frequently, filters and limiters operate "against ~—ound"; that is, the
"return" side of the protective element is well bonded internally to the filter
case. Good filter design and adjustment takes into account whatever-mutual coupling
may exist between input and cutput within the central componcnt compartment. This
convention comes from the customary circuit practice of using "case" as the
reference mode in small and medium size system elements, both for single-ended and
balanced systems.

Obviously, the same care in isolation ls required in installation since most
of the device's value is lost if the protected equipment ~=rn "see" the input side
of tne fiiter. Figure 4.23 illustrates the correct instailation practice. It is
important that the filter case make a tight peripheral contact so that there is no
hairline aperture &and so that the common reference impedance is nearly zero.® Poor
installation practices can largely negute the effects of a filter. This is espe-
cially true if tue line being filtered has a shield with a sheath current flowing on
it. If a filter is Just inserted in the line with the case grounded (or unground.d)
the sheath cwrre... could flow over the filter case and on to the sheath of “he line
on the output side of the filter. Tuis situation cannot happen if the correct
practice shown in Figure 4.23 is followed.

If commercial power line low pass filters are to be used, it is important to
specify that no fuses be present in series with the chunt capacitors. Some power
line filters normally have these fuses present - especially in epoxy potted filters-
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to prevent an explosion in case a power line surge shorts a capacitor. It is pos-
sible for these fuses to blow without giving any indication, thus the filter action
can be negated without anyone being aware of it. It is far better to specify a
power line filter filled with transformer oil and no fuses, rather than the smaller
potted type.

4.3 Amplitude Limiting

The impedance of an amplitude limiting device is a function of the current
through it or the voltage across it. Devices placed in series such as a circuit
breaker or fuse change from a low impedance to a high impedance when the current
through them exceeds the rated value. Devices placed in parallel such as spark gaps
or semiconductur Junctions change from a high impedance to a low impedance when the
voltage across them exceeds the rated value. Obviously, an amplitude limiting device
is nonlinear and therefore a time domain analysis must be used to predict waveshapes
and energy levels which will impinge on the protected equipment.

Since amplitude limiting devices produce large impedance changes when they
operate, a portioun of the energy which impinges on them is reflected due to imped-
ance mismatch. As mentioned in the section on filters, this energy must be dissi-
pated somewhere in the system.

An illustration of the difficulties which can occur if one does not consider
the entire system when using amplitude limiting for protection is given in Figure
.24, 1In the ideal case, the device simply clips off the top portion of the tran-
sient and the energy associated with the rejected portion is dissipated elsewhere.
However, in the actual case, the rzjected energy may "bounce again" in the system
producing an eiongated pulse as shown in Figure 4.24. This results in (1) larger
tmounts of energy being dissipated in the device and protected equipment increasing

the probability of damage, and (2) a longer period of time during which the equipment
is not operable.

To summarize, amplitude limiting for EMP protection can be a useful technique.
However, to intelligently utilize amplitude limiting, one must be aware of the
system characteristics, the operating modes of the available protection devices and
any parasitics associated with the devices

L.3.1 Devices

The various types of amplitude limiting devie-s ». ~ategorized as:
® Mechanical

® Dielectric breakdown

© Semiconductor Junction

® Nonlinear resistance material

There are many device types which fall into each of these categories. However, the
basic electrical characteristics which are of importance in selecting a device for
transient protection are related to the mechanism by which limiting is achieved.

The nomenclature given tn these characteristics varies among manufacturers. In this
manual the following terms will be used.
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Static breakdown voltage -- the voltage at which the device
begins to conduct when subjected to a very slowly rising DC
voltage. The static breakdown voltage must be gleater than

the normal operating voltage of the circuit in which the device
is used.

Surge breakdown voltage -- the voltage at which the device begins
tc¢ conduct when subjected to a rapidly rising voltage transient.
This value may be dependent on the rate of rise of the applied
voltage.

Ciamping or arc voltage -- the voltage which is maintained across
the device after breakdown has occurred. This value is generally
dependent on the current which is flowing through the device and
is normally given for a specific value of current.

Extinguishing voltage -- the value of voltage at which the device
changes from a conducting to a nonconducting state. This veltage
may be a function of the current through the device.

Surge current -~ current which flows through the device during
the time which the transient is applied. The surge current
rating of a device is dependent on both the peak value of the
current and the waveform since these quantities determine the
energy which the device must dissipate.

Follow current -- the current from the system power source which
flows through the device during and after the transient which has
produced breaxdown in the device. This rating is of importance
for devices which do not extinguish immediately after the
transient has subsided.

Leakage current -- the current which flows through the device
when it is in its nonccnducting state. The value is sometimes
specified in terms of an insulation resistance instead of a
leakage current. This rating is used to determine the effect
which the device will have on a system during normal operation.

Shunt capacitance -- parasitic capacitance which appears icross

the terminals of the device. The size of this capacitance determines
the degradation which will result if the device is used in a high
frequency system.

Polarity -- refers to the symmetry of the device's voltage versus
current characteristic. A bipolar device has a symmetrical
characteristic whereas a unipolar device has ar unsymmetrical
characteristic. Bipolar devices may be used in either ac or dc
circuits. Unipolar devices may be used directly in dc circuits but
must be used in combination with other unipolar or bipolar

devices in ac circuits.
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4.3.1.1 Mechanical Devices

Mechanical devices include fuses, circuit breakers, and relays. Fuses and
circuit breakers are placed in series with a line and are actuated by current
sensing. Relay contacts may be placed in series or in paraliel and hence may be
used to stop current by opening or to shunt current by closing. A relay mey be

q actuated by sensing of voltagzs or current depending on the connection of the
v relay coil.

i Mechanical devices will not provide primary EMP protection due to their

slow response times. In addition, the manual replacement or reset of fuses and
circuit breakers after they have operated would result in relatively long periods
of time during which equipment is not operational. Since relays can be connected
in a self resetting configuretion, they may be useful in a hybrid scheme for
automatically resetting a fast acting device such as a spark gap. An application
of this type is discussed in Section b.3.2.

4.3.1.2 Dielectric Breakdown Devices!

l Dielectric breakdown devices (often called spark gaps) utilize two or more
i electrodes separated by a dielectric which is usually gas. The voltage versus

i current characteristic has the general shape shown in Figure L4.25. As can be
seen from the figure, this is a bipolar device. The value of the static break-
down voltage is controlled by the type of gas used, the pressure of the gas, and
the spacing of the electrodes. The static breakdown voitage for commercially
available devices is generally greater than 90 volts.

The surge breakdown voltage is dependent on the rate of rise of the applied
transient voltage. The manufacturer presents this information in curves of the
! type shown in Figure 4.26. These curves provide the user with the value of the
surge breakdown voltage as a function of the rate of rise of the transient and
the device type. For example, a device type corresponding to curve Dy would
break down at voltage C in time A when subjected to a transient having a rate of
rise given by curve B. Use of this information and & plot of the expected tran-
sient waveform allows one to determine the energy and peak cltage which will
impinge on the load before the spark gap responds.

After breakdown has occurred, operation of the spark gap moves across the
V-1 characteristic of Figure 4.25 along the curve labeled "turn on". Generally,
the current which results from an EMP transient is sufficient to produce opera-
tion in the arc region of the syark gap characteristic. This arc voltage is to
some extent a function of current and remains across the device until the combina-
tion of vcltage applied and current availahle falls into the extinguishing region
of the characteristic.

In ac systems, the spark gap will extinguish at the first zero crossing of
the ac voltage following the transient. However, in dc systems, extinguishing
of the gap may be a problem if the normal system voltage is greater than the arc

voltage. In such a case, the current through the device due to the system voltage
must be limited.

Figure 4.27 illustiates the relationship which exists between system charac-
teristics and the device characteristic. To ensure that the device will extinguish,
the system characteristic must be entirely within the extinguishing region of the
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device characteristic. Therefore, the system associated with case A would not
extinguish while extinguishing would be achieved in the case B system.

Use of a spark gap for protection ir the case A system of Figure 4.27 would
require the insertion or a resistor in series with the spark gap. The size of the
resistor would be such that the short circuit current available at the terminals
of the spark gap is reduced to a value which places the combined resistor and system
characteristic within the extinguishing region of the device characteristic Place-
ment o1 a resistor in series with the spark gap does have a detrimental efiect on
transieat protection as snown in Figure 4.28. he device surge current prodices a
voltage drop across the resistor and results in a larger transient voltage in the
system than would be present if the resistor were not used. If the manufacturey
does not supply the actual characteristic of the device, he will specify the om-
bination of system voltage and maximum short circuit current for whichk extinguishing
will >ccur.

The current capacity of a spark gap is broken down into two categories --
1) surge current and 2) follow current. The flow of current through the device
causes heating of the electrodes. This heating, if excessive can inhibit extinguish-
ing or may damage the device. Since the time which the EMP transient is present
is relatively short, the peak surge current rating may be 100,000 amperes or more.

Assuming that the device is appiied properly, follow current is not a problem
in a dc system since extinguishing will occur immeaiately after the transient has
subsided. However, in ac systems, extinguishing is normally accomplishad by the
zero crossing of the system voltage. In this case, current will continue to flow
through the device from the time of the transient until the first zero crossing
occurs.

The follow current is shown in Figure 4.29. The time dur:ng which follow
current flow is considerably longer than the time during which the transient appears.
For this reason, the follow current rating is generally at least an order of magni-
tude less thun the surge current rating.

It must be kept in mind that follow current comes from the system power source.
Therefore, any fast acting fuses or circuit breakers could be actuated by this
current resulting in unnecessary down time for the protected equipment.

Spark gaps have minimal leakage currents since their insulation resistance is
on the order of a thousand megohms. The shunt capacitance is generally less thar
3 piccfarads and may be a fraction of a picofarad. Therefore, they may be used to
protect equipment which operates in the tens of megahertz region without appreciably
affecting normal system performance.

4.3.1.3 Semiconductor Junctions

All semiconductor Junctions (diodes) exhibit a current versus voluage charac-
teristic similar to that illustrated in Figure 4.30. When used individually, the
devices may be applied only in unipolar or dc systems due to their asymmetrical
characteristic.

If a forward or positive voitage is applied to the device, current conduction
begins for very small voltages and increases exporentially with increasing voltage.
‘This continuous change in voltage as current changes is a disadvantage when using
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the device for EMP protection for two reasons -- 1) 3 considerable variation in

the relative value of the clamping voltage for variois peak currents results and

2) the continuous nonlinearity can produce distortion and intermodulation in the
normal information signal. However, the forward mode of operation of the semicon-
ductor junction is the only way one can achieve protection by amplitude limiting for
voltage levels between one and three volts.

If a reverse or negative voltage is applied to the junction, current remains
almost constant at a relatively small value uatil the breakdown voltage is reached.
At this wvalue of voltage the device changes from a nonconducting to a conducting
state with AV/AI having a value which ranges between a few ohms and a few hundred
ohms depending on the power and voltage rating of the device. Diodes which are
intended for operatici: in their reverse mode have a relatively sharp transition from
the nonconducting to ihe conducting state and are referred to as zener, breakdown,
or regulating diodes.

The static breakdown voltage is not a meaningful term when using a diode in its
forward conduction mode since a continuous change ir current results as the voltage
is increased. For reverse operation, the static ®e.kdown voltage is normally
called the zener or breakdown voltage by the minufacturer and may nave a value rang-
ing between 3 and 200 volts with a tolerance of #5%, +10%, or +20%.

The surge breakdown voltage of a zener diuvde is not dependent on the rate of
risze of the applied voltare and is the same as the static breakdown voltage. The
response time is theoretically on the order of 10-12 seconds and values on the
crder of 10-9 seconds (correspondence from General Semiconductor Industries, Inc.)
have bzen measured.

The clamping voltage of a zener diode is a function of the current flowing
through it. For small currents, the relation between 2 chungc in voltage and a
change in current is linear. Howerer, as the current becomes large, the AV/AI
relation becomes nonlincar. This is easily seen in Figure 4.31. Normally curves
showing the nonlinear region of the breskdown cheracteristic are not available.
Therefore, this information must be specifically requested or measurements st be
made on sample devices.

Some diodesc such as the TransZorb* ure manufactured specifically for transient
protection. For these devices the manufactiurer specifies the maxirum clamping
voltage which will result when the maximum allow:d surge current is flouwing.

The extinguishing voltage of a zener diode is the seme as its breakdown voltage.
Therefore, the diode will return to its noncuncacting state when .ie transient vol-
tage has decreasel below the breakdown voltnge,

The surge current rating for EMP type transients applied to a diode i< gencrally
not availuble urless the device is specifically intended for transient suppression.
For forward voltage operation, the manufacturer specifies a surge current rating
wnich is tused on conduction for a half cycle of a power system sinusoid. For
reverse voltage operation in the breakdown region, surge power curves of the type
illustrated in Figure 4.3C muy be given. The surge current rating is obtained by
dividing the zener voltage into tre surge power rating. It should be noted “hat the
pulse widtn specified on these curves is considerably longer than the usual EZMP

*
General Semiconductor tradename.
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transient time and that allowable surge current increases as pulse width decreases.
The thermal failure mcdel equations may be used to estimate the surge currenu capa-

bilities when this information is not s&vailable from the manufacturer or has not
been determined experimentally.

Since the extinguishing voltage and the breakdown voltage are the same for a
diode, follow current does not occur after transient breakdown of the device.

The leakage current has little meaning when the diode is operated in the forward
vcltage mode since current increases continuously with applied voltage. For reverse
voltage operation, the leakage current is specified as a maximum value for a given

reverse voltaze {usually near the breakdown voltage) and a given ambient
tenperature.

The shunt capacitance information is generslly provided cnly for reverse
voltage operation. Since the capacitance is a function of the voltage, this
information is often presented in curve form. An insertion loss specification is
sometimes given in iieu of shunt capacitance informetion for devices which are
intended for use as transient suppressors.

It is usually the case that the leakage current and the shunt capacitance

associated with a semiconductor junction increuse as the power rating increases
and the breakdown voltage rating decreases.

L.3.1.4 Nonlinear Resistance Material (Varistors)

A nonlinear resistor obeys the current-voitage relationship
1= (vl/K)" (4.6)

where K is a constant dependent on gecmetry and type of material used and [ has the
same sign as V, i.e., this is a bipolar device. A family of curves for increasing
values of N is plotted ir Figure 4,33. Note that as N increases, the characteristic

asymntotically approaches an abrupt transition from a nonconduc*ing to a conducting
state at V equal to K.

Varistors can be made out of many materials such as silicon carbide, selenium,
zinc oxide, ana bicsmuth oxide. The GE tradename for its metal oxide varistor
is MOV, MOV's have a fast response *ime and a relatively large value of N. Other
varistor types are slower but have higher energy handling capabilities.

Pigure 4.3k shows the V-1 characteristics of several types of varistors. A

linear resistor und a zener diode characteristic are included in the figure for
comparison.

The V-1 churacteristics of some varistors and dielectric breakdown devices are
presented in Figure b, 35,

One advantupe associated with varistors is the ability to fabricate a large
variety of geometrical shapes. This eases the packaging and installation problem

as shown in Figure 4.30 and L.37 where a varistor is included as an integral part
cf a cuble structure,
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Figure 4.37 ALTERNATE GEOMETRY FOR VARISTOR PROTECTION
(Ref. 9)
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As in the case of the diode operated in its forward voltage mode, the nonlinear
characteristic of a varistor r~ould result in distortion or intermodulation of the
normal signal in the system in which it is employed.

; The varistor effective.y responds instaneously to voltage surges and,

1 therefore, the static breakdown voltage and the surge breakdown voltage are the
' ( same. However, due to the continuous change in voltage with current (especially
: for devices with small N), breakdown is defined as the voltage w' ‘ch produces a
5 specific value of current flow through the device. This continuous change in
i voltage with current also results in a clamping voltage that is dependent on the

peak current which exists during the transient pulse.

The extinguishing voltage is the same as the breakdown voltage. Hence,
follow current is not a problem when using the varistor for transient protection.

There are two types of permarent damage which may result from the flow of
surge current through an amplitude limiting device.

, ® Catastrophic failure -- Surge current amplitudes less than

F some critical value produce very little change in the d=zvice i
characteristic, i.e., small changes in the vilue of the break-
down voltage and the leakage current. When the critical value H
is exceeded, an abrupt change in the device characteristic
occurs resulting in a large reductioun of the breakdown voltage.
Spark gaps and breakdown diodes are amplitude iimiting devices
which exhibit this type of damage.

® Gradual performance degradation -- Increasing the energy content

‘ of the surge current results in a continuous change in the device
characteristic (usually an increase in the leakage current). The
damage is dependent on the level of the surge current and on the
number of times which the device is subjected to the transient.

( Varistors exhibit this type of damage.

Figures 4.38 and 4.39 show the effects of single energy surges on MOV charac-
teristics. The cumulative effect of multiple pulses is illustrated in Figure 4.40.
Both single pulse and multiple pulse surges result in larger values of leakage
current.

The determination of when failure has occurred and, hence, the maximum
allowable current, is dependent on the type of voltage which normally appears on
the conductor to which the device is connected. If only dc voltage is present,
failure is dependent on the value of leakage current (dec current drain from the
line) which produces a degradation in system performance. For lines which carry ac
voltage, the increase in slope of the characteristic represents a decrease in the
effective uc shunting resistance associated with the device. For this cuse, the
muximum uc current drain which will not effect system performance determines the
allowable change in device characteristic. When dc and ac voltages are normally
present, both the increase in leakage current and the decrease in ac resistance must
be considered when determining the maximum allowable surge current.

.

The shunt capacitance associated with an MOV increases as the cross-sectional
area incresses and as the length decreases. The power handling capability is

——Y
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proportional to cross-sectiopal area and the breakdown voltage rating is propor-
tionsal to length. Therefore, shunt capacitance of the device increases with
increasing power rating and with decreasing voltage rating.

4.3.2 Applications

An amplitude limiting device is normally employed to prevent component damage
due to transient surges. The breakdown voltage of the device, however, must be
greater than any instantaneous voltage that may normally appear on the lines which
are protected by the device. Therefore, during the time which the transient is
present, unless special design techniques are used, a circuit upset will likely
occur due to the abnormal voltage at the circuit terminals. The importance of this
temporary upset is dependent on the tunction of the circuit and length of time over
which it occurs.

As previously mentioned, amplitude limiting devices produce large impedance
changes when they operate which results in energy reflection due to impedance
mismatch. This reflected energy must be dissipated and could increase system
threat at other locations. Therefore, the most desirable epplication or amplitude
limiting is an external location such as receiver antennas and external cabling
where reflection of incident energy does not present a large problem.

When choosing a device for amplitude limiting, one must consider characteristics
such as breakdown voltage, power rating, shunt capacitance, etc., which were dis-
cussed in the previous section. Table 4.2 provides a general comparison of the
properties of the three basic types of amplitude limiting devices. Some of the low
ratings given to spark gaps and zener diodes can be improved by using more than one
device as illustrated in Figures L4.Ll and 4.k2,

When a diode is operated in the forward voltage mode with a small current flow,
the junction capacitance is very small. In Figure 4.41 a), the current through the
forward diode will be the small leakage current of the zener diode. Since this is
a series connection, the total capacitance will be less than the small capacitance
associated with the forward diode.

The total breakdown voltage in the connection of Figure L.Ll b) will be the sum
of the breakdown vcltages of the individual diodes. In pari c) of this figure,
diode 1 limits the voltage when V is positive and diode 2 limits the voltage when V
is negative. The breakdown voltages of diodes 1 and 2 would be chosen somewhat
larger then the normal positive and negative voltages in the system.

It should be noted that symmetrical bipolar limiting is not always desirable.
For instance in dc power systems or in systems which employ unipolar signals (such
as logic systens), a single zener diode with its associated asymetrical charac-
teristic would provide more protection against transients with bipular waveforns
than a device or combination of devices which had a symmetrical limiting charac-
teristic.

Figure 4.42 a) shows a hybrid connection utilizing a spark gap and a zener
diode. The zener diode will respond almost instantaneously to a transient and will
limit the voltage until the spark gap has fired. After breakdown of the spark gap
has cccurred it will operate in the arc region and the majority of the energy in
the transient will be handled by the gap. To produce breakdown in the spark gap,
the breakdown voltage of the zener diode must be greate:r than the static break town
voltage of the spurk gap.
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Extinguishing in a de system is a major problem when using spark ecaps.
A possible solution is shown in Figu: +.42(b). The follow current which
results after the gap breakdown will p.oduce a voltage zcross the small series
resistor. This voltage will energize a relay which disconnects the gap from
the power source and allows the gap to extinguish. When the gap has extinguished,
the relay will no longer be energized and normal system operation resumes.

Amplitude limiting and spectral limiting may be used in combination as
illustrated in Figure 4.43. 1In this connection scheme, the amplitude limiter
provides the dual functions of reduction of transmitted energy and reduction
of voltage stresses on the filter components.

4.3.3 1Installation Practice

Tc contain the radiated field which results from the switching action and
large surge current in amplitude limiting, the device must be mounted in a well
grounded, shielded enclosure. In addition, the length of leads used to connect
the device to the protected circuit must be kept short since lead inductance can
result ¢n a significsn. voltage.

Voltage cvershoot due to lead inductunce is illustrated in Figures 4.kl
through 4,48, Figure L.h44 shows an EMP type transient applied to e 500 load
beforz amplitude limiting is employed. Figures 4.45 through L.4T show the
e{fect of increasing lead lengths when an amplitude limiting device is used.
It is easily seen that the pesk value of voltage increases and that the length
of time during which the overshoot occurs also increases as the lead length is
increased. The transient voltage across the leads is shown in Figure L.L8.

If one were to raise these curves by 200 volts, a near reproduction of the
traces in Figure 4.46 and L4.47 would result, indicating that lead inductance
is the major factor which contributed to the cvershoot.
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Fig. 4.43 COMBINED AMPLITUDE AND SPECTRAL LIMITING
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; { CHAPTER 5

; CONSTRUCTION TECHNIQUES FOR EMP REDUCTION

5.1 Introduction

The all metal construction of ships, using thick steel sheet and the
continuous welding of all seams, would provide the near ideal EMP shield were
it not for the myriad of apertures, cables, pipes, and other such penetrations
throughout the metal structure that are necessary to make the ship functional.
( Furthermore, the internal network of metal "box-type" compartments or rooms
§ within the interior of the ship's structure makes for even greater shielding
‘ against EMP. These metal "boxes", however, also contain many apertures and
penetrations which degrade the buasic shielding properties of this internal
configuration of all-metal enclosures. Hence, from the standpoint of EMP
protection, shielding of all metal ships is primarily a matter of controlling
and/or properly treating these apertures and penetrations to exploit the inherent
( shielding characteristics of the ship's structure. This will, of course, include
deciding to what extent shielding is recessary, selecting or locating the area(s)
within the ship that are to be shielded and controlling all apertures and pene=-
i trations through those shielded areas.

In the sections that follow, a shielding philosophy for ships is adopted

that is based on the premise that at least one EMP-free environment must be

( established within the ship to protect cer:ain EMP-sencitive and mission-
critical electronic equipments from exposure to the EMP fields. This EMP-free
environment consists of an all-metal shielded enclosure together with penetration
control techniques designed to maintain the basic shielding characteristics of
the all-metal enclosure. The number of EMP-free zones required will depend on
the type of ship, its mission, the amount of EMP-susceptible equipment it
employs, and the distribution of these equipments throughout the ship. Hence,
those EMP-free zones can consist of a select number of shielded compartments
or rooms within the ship or of the entire ship's interior. The advantage of
this approach is that:

° FEMP-sensitive equipments within each of these zones do nov have
to be individually hardened.

° The addition of new equipment or retrofitting is less expensive
sinde the equipments to be plauced within the zone need not be
individually nardened.

It is apparent that not all sensitive equiprent can be contained within
the zcne, and treatment of this type of equipment is also considered.
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The chapter contains five main sections. The first is the Introduction,
the second deals with the EMP-free zone philosophy. The third section discusses
shielding construction practices. Section four describes the Grounding Plan
needed to implement the EMP-free zone approach, and Section five summarizes the
shielding guideline.

5.2 Systems Geometry/Configuration

From a systems point of view, the ship itself can be looked upon as a
"protective device" since the metal decks and bulkheads can provide substantial
reduction of electromagnetic fields in internal spaces. Use of the correct
construction techniques can enhance the shielding provided by the ship's
structure and thereby reduce or eliminate the need for shielding on an individual
equipment basis.

For shielding purposes, all systems may be considered as being either
distributed, compact, or a combination thereof. The distinction between these
configurations is somewhat difficult, and changes from ship to ship. Basically,
a system is considered tc be compact if it is practical to locate the entire
system within a shielded compartment or a suite of contiguous shielded compart-
ments. A system is considered to be distributed if, because of function or
dispersion of system elements, it is not practical to shield the entire volume
occupied or serviced by the system. An example of a distributed system is a
radar system--the function of radar is just not compatible with the concept of
compactness. The system will not work with the antenna in a shielded room.
Other examples of distributed systems are the electric power or lighting systems.
Such systems could only be considered compact if the entire ship were tightly
shielded. In short, the distributed system is characterized by the existence
of system elements and/or interconnections that are exposed to direct or poorly
attenuated EMP.

5.2.1 Large Distributed Systems

In general, the distributed system must be hardened on the basis of the
individual equipment, since each subsystem and/or cable will present a unique
combination of pickup and sensitivity. If hardening is to be done on distributed
system elements, as shown in Figure 5.1a, it is best accomplished by utilizing
the protective techniques outlined in Chapter U4, together with shielding and
techniques covered in the remaining chapters of this report.

If this approach were applied to large electronic systems, the hardening
effort can become quite expensive. This is especially true of those systems
containing many sensitive units interconnected by cables, such as the data
processing and storage systems finding ever increasing use on modern warships.
Under such circumstances it is usually best to partition the system, locating
all possible susceptible equipment in a compact, shieldsd space and hardening
a2ll equipment which must remain distributed on an individual basis. Figure
5.1b gives an example of system partitioning for a hypothetical system.

Let us assume that the radar antenna is mounted atop the superstructure

and that the receiver/repeater must be located nearby, within the superstructure.
Furthermore, one can assume that the cther subsystems are located below decks,
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perhaps in scattered locations. Note that the receiver/repeater must be housed
in a hardened cabinet and the cables connecting it with other subsystems should
be protected by metal conduit as well as by limiting devices. The other sub-
systems, located below decks, will btenefit from the partial shielding provided
by the ship's structure, since as much as 60 to 80 dB of shielding may be

present in well buried compartments. Digital equipment is very sencitive to
operationsl upcet and daisige, and the shielding provided by a conventionally
constructed buried compartment may not be adequate. For such equipment, rigcerous
structural hardening must be applied, otherwise each unit must be hardened
individually.

In the partitioned system approach the inherent structural shielding of
the ship is utilized to create a shielded space. The contained subsystems
should be grouped as close together as is practical to reduce the size and cost
of the hardened area. Any units which may not conveniently take advantage of
such structural shielding due to constraints of function or location must be
hardened individually. In Figure 5.1b we see such an example. The receiver/
repeater and its interconnecting cables must s:ill be hardened. All other units,
however, have been gathered into a hardened, ccutiguous suite of compartments.
In this area no shielded cabinets are required and no conduit or limiting
devices are needed con the myriad of internal interconnections. The techniques
nececsary to provide such a hardened area will be discussed in the follcwing
sections of this chapter.

Finally, since many trade-offs are involved in determining where the
systems can and should be partitioned, the ship and systems designers must work

together to arrive at the mort cost-effective compromise.

5.2.2 Compact Systems

Compact systems, in most instances, are thoce systems that employ semi-
conductor and integrated circuit devices which ere most susceptible to EMP.
Fortunately, however, their compactness enables the ship designer tc locate
them in specitic ¥EMP-free zones.

It is to be noted that modifying the shielding to provide an EMP-free zone
will increase the cost of the ship. There will be significant savings, however,
on 11l electronic equipment protected by the shielding. Thus, there will be
cavings on every new and/or replacement system throughout the life of the ship
as well as during initial outfitting. Considering these various factors, the
most cost-ertfective approach to shielding compact systems is, gererally, to
locate the system in a hardened area.

Such a hardened area is depicted in Figure 5.2. To take advantage of the
structural shielding already provided by the ship, it is best to locate this
area approximately amid ships. As will be shown, the major FEMP penetration of
4 shielded enclosure is due to shield discontinuities, apertures and cable
penetrations. However, the cuntinuously welded seams presently used in ships'
construction provide excellent shield continuity and allow very little direct
Mt penetration. Thus, the major breaches in the shielding integrity of a
ship compartment are due to apertures and cables.

]




b, 7 P T S A

NSWC/WOL/TR 75-193

Haordened Area Located

Amidship

/—\
i

Corrido

L),

Min. 174" Stesl Continuous Weld

Seams Entire Perimeter

Weld At Both Bulkheads

EMP Hardened

Protection Panel
Cabie Vault

Weld Or Braze
|Power o ,Shields Or Conduit
Telephone (See Fig. 5.3)

| l Eloctronlca/

Sewage
(4 Water

—r

Plpes And Cables That Do

Space <4—Not Terminate In The Shielded
Space Shall Go Around It.
Blower
Room
e —
,;
Shislded Air Intake

Flg. 5.2

TYPICAL EMP

HARDENED SPACE




S

NSWC/WOL/Tk 75-193

Only as many apertures as are absolutely necessary should penetrate the
hardened area. No ducts venting to the outside of the ship should penetrate
the arem, as these ducts may possibly act as waveguides which carry portions
of the external EMP field into the shielded area. This will require that
ventilation for the hardened space be drawn from an adjacent corridor and
exhausted in the same manner. These vents must be harder 9 as shown in Section
5.3.4. Any ducts which do not service the shielded space may not enter it, but
must be routed around. The walls and decks defining the boundaries of this
enclosure should be a minimum of 1/4" steel and continuously welded at all seams.
Ideally, there should be only one entry, and this should be hardened as shown in
Section 5.3.4. Bear in mind that an open door is a hole; and having a single
entry provides one less aperture and eliminates a "short-cut" through the
shielded zone.

Cables and cable-like structures that do not terminaltz within the shieldec
compartment should be rcuted around it. Those cables/pipes which service the
shielded space should enter via a single point entry at a cable vault/cabinet.
Within the cable vault, all cables entering or leaving the shielded space must
be protected with protective devices, as already described in Chapter 4. The
purpose of this action is to dissipate any excess energy that may appear on the }
cable conductors before they enter the shielded space itself. Because large
amounts of energy may be released within the cable vault in the even:t of an EMP,
it is recommended that there be no access door between the cable vault and the
shielded space. Where the cables, conduits and other cable-like structures
penetrate the outer wall of the cable vault, they should be circumferentially ]
welded, as shown in Figure 5.3 (Class A bond per MIL-STD-131C-C). This is to g

dissipate any current being carried on the cable shield/conduit before it enters 1 )
the cablz vault. It is best to dissipate as much energy as far away from the -
sensitive equipment as possible. :

5.3 Shield Construction

Metallic materials or structurer illuminated by electrcmagnetic erergy \
reflect part of the incident energy and absorb some of the rest. These two )
properties, if explcited correctly, can be used to protect or shield sensitive
electronic equipments from the direct and damaging exposure to EMP radiation.

In general, the must effective EMP shield would be a uniform all-metal enclosure
having no apertures, seams, penetraticus, corners, or similar discontinuities
which tend to break the metal or geometric continuity of the enclosure. This
requirement suggests that the ideal shie’d is either an infinite metal plate,

a cpherical metal shell or scme similarly closed surface of revolution.

Although, neither of these contigurations are ever copstructed, they do serve

a useful purpose in providing an analytical basis for defining and establishing
rundamental shielding concepts. Thus derived, these concepts can be useful in
the analysis, design and development of the more practical shield configurationg.

5.3.1 DShielding Effectiveness

For comparative purposes, it is convenient to rate a shield design in terms
of "shielding effectiveness". This figura of merit takes on the character of a
transfer function that relates the output Lo the input of an electromagnetic
fiela impinging un the shield. "Output" in the sense is taken as the amplitude-
frequency characteristics of the electromagnetic (EM) field inside the shield

5-6
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and "input" is the amplitude-frequency characteristic of the external field.
Because of the fact that a metal shield will, in general, respond differently
to the electric and magnetic components of the EM field, it is necessary to
define two such transfer functions of the form:

\ Ein(w)
TE(uJ) = W (5.1)
and
- Hin(m)
Tylw) = Hexlm5 (5.2)

where, Eey(w) and Hgyx(w) are the transformed (Fourier) external electric and
magnetic fields, respectively; and Ej,(w) and Hij,(w) are the corresponding
internal fields. For spherical, cylindrical and parallel plate shield
enclosures, and for frequencies greater than a few Hertz, Kingl* has shown
the transfer function for magnetic field shielding to be:

1

Tﬂ(m) i cos(kzd) - E%E sin(kzd)
where

w = 2nf

f = frequency of incident field

k = (u/ulkod

6 = 1//mfuoc = skin depth of material

d = thickness of enclosure walls

= permeebility of free space

U = permeability of enclosure walls

0 = conductivity of eaclosure wa:ls

the factor "b" in Fquation 5.3 is e geometric variable that characterizes
tre difierent enciosure geometries as follows:

* Cuperscripts refer to numbered references at the end of this chapter.
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b = the separation distance between plates for large area
parallel plate shields

= +the radius for cylindrical enclosures

= 2/3 the radius for spherical enclosures

At high frequencies, where the wall thickness is greater than the skin
depth (i.e., d>8) Equation 5.3 reduces to:

_ o/3 8 Y8
TH(w) = -——1;51-'- (5.4)

and at low frequencies, where (d<§), the magnetic field shielding becomes:

1
Ty (w) ]wgoyb 5 (5.5)
The transfer functionl for electric field shielding is given by:
T (w) = 2Lub) (5.6)
E k sin kod :
where
kl by 2n/A
A = wave length of impinging field
At high frequencies where d>§, Equation 5.6 can be expressed as
9 wecbe'd/6
T (w) = (5.7)
V2 aé
where -9
€, = 10 /367 farads/meter
for low frequencies where d<§, the electric field shielding becomes:
9weob
TE(w) N e (5.8)

With the exception of the constant "b", the shielding transfer functions
are the same for spherical enclosures, cylindrical enclosures, and parallel
plates. Since the form of the transfer function is not affected by the geometry
of the structure, these equations may be used to find the fields inside
rectanyular ancd cubic enclosures. It must be remembered that these results are
not valid near c¢orners or apertures, and that tue shielding is degraded by

.penetrations. These effects will be discussed later in this chapter.
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In applying these transfer functions to cubic and rectangular enclosures,
it is necessary to select the correct value for the constant "b". This is done
on the basis of similarity. A cubic structure most closely resembles & sphere,
so b would be set equal to 1/2 the width. A structure in which the length and
width are much greater than the height is similar to & parallel plate structure
and b would be set egqual to the height. Conservative practice is to model all
structures as spheres in which the diameter is equal to the smallest dimension
of the shielding enclosure.

Miller and Bridges? have shown that shielding problems can be modeled as
equivalent electric circuit analogs. In particular the low frequency magnetic
field shielding effectiveness is given as:

R
s

TH(w) = T e (5.9)
S S

where Rg and Lg are the resistance and induc:ance respectively in the
equivelent RL circuit, and

_ o
Rs T 3do (5.10)

Tub
L, = == (5.11)

In the high frequency case

'Hi(m) RSJE a

s -a/8
HOZwS wbsé &

(5.12)

Miller and Bridgss have further shown that if 5.10 and ;.11 are substituted
in these equations, the rigorous high and low frequency expressions of 5.5 and
5.4 will result. In order to determine the energy picked up by circuit loops
within the shielded enclosure, it is desirabl:z to be able to calculate an
approximate value for the peak internal magnetic field strength. This has
been shown to be

Bs {Tl ‘
= - 1 It) t = < q \q.l
4 n(max) L J Jhisc By s (G 3)
] T
2
where T2-Tl = approximate duration of the external magnetic field.

This function will be used in 8 later chapter for loop pickup calcuiations.

5-10
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Figures 5.4 and 5.5 illustrate the electric and magnetic field shielding
effectivencss of an ideal structure. This enclosure is an aluminum sphere
36 inches in diameter and 1/16 inch thick.

Notice that at no point is there less than 200 dB of electric field
attenuation but that, at low frequencies, there is little or no magnetic field
shielding. In below-deck areas of a ship, however, the steel hull and decks
will provide a substantial increase in magnetic shielding, due to the greater
permeability of iron.

It is apparent that, if a ship were such an ideal enclosure, the direct
EMP penetration to the interior would be ncgligible. A ship, by necessity, is
not an ideal shield. The walls have seams and are penetrated by apertures such
as hatches, windows and air ducts. These items are discontinuities in the
shielding structure and represent shielding defects. Each of these discon-
tinuities will degrade the actual shielding effectiveness from the ideal levels
given by Equations 5.4, 5.5, 5.7 and 5.8.

Thus, to determine the actual shielding effectiveness of a structure, a
detailed analysis must account for each aperture, seam, cable penetration and
any other shield discontinuity. It should be apparent that such a detailed
analysis is not feasible for a structure as large and complex as a ship--
although studies have been made concerning aircraft and missiles3»

An alternative, and much simpler approach, is available. As we have
demonstrated, the direct penetration of EMP energy through the steel walls of
the ship is insignificant. The threat arises from the presence of shielding
discontinuities created by the many apertures and penetrations needed to make
the ship functional. This being the case, the ship designer need only concern
himself with teking appropriate measures to reduce the penetration of EMP
through the many discoantinuities tha' prevail throughout the ship's structure.

5.3.2 Typical Shielding Parameters tor Varicus Materials and Thicknesses

As can be seen in the formula presented in the previous section, shielding
effectiveness, is a function of skin depth. This means that shielding effective-
ness depends upon the electrical and magnetic properties used to construct th
enclosure.

Figure 5.6 plots skin depth versus frequency, for several non-ferrcus
materials and the approximate skin depth for steel, The relative permeakility
for the non-ferrous materials is 1, and their skin depth is a function of con-
ductivity only. The permeability of steel, however, is a =tirong function of
frequency, as illustrated in Figure 5.7. The relative permeability of steel
is over 1000 in the 1CO kHz region and falls rapidly with increasing frequency,
thereby produciag the non-linear skin depth versus frequency curve in Figure
5.6. It should be noted that the skin depth of steel is less than the skin
depth of copper over the entire frequency range of interest.

Table 5.1 lists the relative permeability and relative conductivity for
several metais at 150 k¥z. These parameters, coupled with the equations
presented in Section 5.2.1, allow “he designer to calculate shielding effective-
ness for ideal structures of his own choosing.

5-11
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RELATIVE RELATIVE
METAL CONDUCTIVITY, PERMEABILITY *
Gy “r
‘_ ( Silver 1.05 1
| Copper, annealed 1.00 1
Copper, hard drawn 0.97 1
Gold 0.70 1
Aluninum 0.61 1
Magnesium 0.38 il
Zine 0.29 1
Rrass 0.26 o]
; Cadmium 0.23 1
| ( Nickel 0.20 1
Phosphor-Bronze 0.18 1
Iron 0.17 1,000
Tin 0.15 1
Steel, SAE 1045 0.10 1,000
( Beryllium 0.10 1
| Lead 0.08 1
Hypernick 0.06 80,000
Monel 0.0k 1
( Mu-Metal 0.03 80,000
B Permalloy 0.03 80,00
Steel, 18-8 Stainless 0.02 1,000
'Obtainabl only if the incident field does not saturate the
metal.
rr* Huo
( po® 47X 1077 Weber/Amp-m

Tabie 5.1 RELATIVE CONDUCTIVITY AND RELATIVE
PERMEABILITY FOR METALS AT i50 kHz
(REF. 4)
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To further simplify any analysis regarding steel structures, Figure 5.8
illustrates the minimum shielding effectiveness which can be cobtained from
steel walls of several thicknesses.

In general, the designer may safely assume 40 4B per shielding surface,
except in the vicinity of apertures. For example, if there are two decks
between the shielded compartment and the surface of the ship, about 80 dB of
attenuation may be expected if there are no apertures in the decks in the
vicinity of the shielded area.

5.3.3 Seams

As previously mentioned, the shielding effectiveness for ideal boxes and
spheres is quite large. We know, however, that in real structures the discon-
tinuities seriously degrade the shielding. The effects of seams are of concern
to the decigner because of their extensive use in Naval construction. Figure
5.9 shows qualitatively the effect of a low conductivity seam on the effective-
ness of the shield. Generally, there are two mechanisms by which EMP penetrates
a seam.

The first is direct penetration. This occurs when there are gaps in the
seam, such as when two plates are bolted together. These gaps act as slits or
perforations in the shield and may be viewed as small apertures. This problem
exists on older steel ships bearing aluminum superstructures, since the means
of bonding was by riveting or bolting. Figure 5.10 shows such an assembly.
The Navy has, however, recently adopted the explosive bonding technique for
Joining dissimilar metals. Jolliff® hes shown that this technique provides
excelient shield continuity at the bond.

|

Weather Side

To Suit Framing T

Reguirements Aluminum Deck House

a———Stainless Steel Huck Bolt

wneee:llr.ee0 00 0 00099

Sealant Fillet 6"Min.

N R N N

2

7

Fig. 510 ALUMINUM DECKHOUSE JOINT DETAIL

The second means of EMP penetration is via low conductivity welds. 1In
this case, the EMP induced :urrents on the skin of the ship produce voltage
drops acros: the high resistance seams.
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=

WITHOUT SEAM

WITH SEAM

Shield Factor

Frequency

Figure 5.9 COMPARISON OF SHIELD FACTORS OF TWO ENCLOSURES,
OKE WITH SEAM, ONE WITHOUT SEAM
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The present use of continuous welds in Naval construction eliminates both of
these mechanisms. Thus, the designer need not consider penetration via seams.

5.3.4 Coraers

We have shown that cubic and rectangular enclosures may be modeled as spheres
or cylinders with satisfactory results. These solutions, however, do not apply
in the vicinity of corners where the field penetration is significantly greater
tnan that predicted for the center of the enclosure.

Figure 5.11 gives H,./H} ns a function of T/a. Hc/Hl is the ratio of the
magnetic field near the corner to the magnetic field near the center of the
enclosure. The ratio ['/a is the ratio of the distance from the corner, T, to
the half width of the enclosure, a.

The magnetic field increases rapidly as the corner is approached, although
the effect does not become significant until I'/a is dcwn to about 0.2.

The most simple means of protecting against this problem is to locate the
more sensitive equipments away from the compartment corners.

5.3.5 Apertures
5.3.5.1 Analysis

Several shield discontinuities will be discussed under the topic of
apertures, including windows, doors, hatches and air vents.

The peneiration of EMP through a circular aperture in an inlinite plene
shield is considered in reference 9. This analysis will be pursued here for the

sake of completeness, as well as to illustrate the threat imposed by unprotected
openings.

The fields p2netrating such holes will have the same time dependence as the
external fields. The field magnitudes, however, will diminish with distance
from the aperture.

Figure 5.12 illustrates the problem. The EMP is assumed to be propagaiing
in a direction parallel to the shielding plane. The electric field is normal to
the plane and the magnetic field is parallel. If a< A/2m, when X is the shortest
wavelength of importance in the EMP spectrum, and when the distance, r, into the
enclosure from the center of the aperture satisfies the constraint a<r<i/2w, then
the following formulae hold:

E. = 2/31 (-i-)3 E, cos 6 (5.1k)
By = = (275 sino (5.15)
E¢ = E . (5.16)
H, = 3 (Z)” H_ sin ¢ sin 6 (5.17)
H¢ = %; (%)3 i, cos ) (5.18)
H, = %; (%)3 H_ sin ¢ cos 6 (5.19)
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Ho
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Window, Hatch,

Etc.

Enclosed| Space

PENETRATION OF ELECTRIC AND MAGNETIC
FIELDS THROUGH A CIRCULAR HOLE (REF.6)
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where
E¢, Er’ Ee = Internal electric field components in spherical
coordinates.
H¢, Hr’ He = Internal magnetic field compo.ents in spherical
coordinates.
a = radius of the aperture. In analysis of non-circular

apertures, "a" should be set equal to 1/2 the largest
dimensicn of the opening under consideration.

r = radial distance from the point in the enclosure at
vhich the field strengths are to be determined to the
center of the hole.

It is desirable to consider ¢nly the case describing the most adverse
direction of EMP penetration. From the point of view of circuit coupling,
this occurs when the sines and/or cosines in one of the above equations are
of unit value. In such a situation, the entire magnetic field is in one
direction since the other two components must be zero. Since the expression
for K,, Equation 5.17, has the greatest coefficient (4/3m), our analysis may
be confined to Equation 5.17. Thus, the most extreme EMP penetration may be
expressed as:

. bogy3
N 3n (r) A (5.20)
or
H
n 4 a3 -
ﬁ; = -3 (r) (5.21)

Consider a compartment having & large aperture, perhaps u door or hatch.
This cpening can te conservatively modeled as a circular hole with a radius of
1.0m. Consider also, that it is necessury to locate a piece of electronic
equipment in this coupartment about 3 meters from the aperture. Thus:

H (w)
u—r(ZT)' = -_%(%)3 « 0.57 x 10~° (5.22)
o]

Because thz field penetrating the door has the same time dependence as the
external EMP fields; one may d2termine the internal loop pickup by merely
multiplying the attenuation factors of Equation 5.22 by any previously
determined values for external loop pickup.

For the sake of completeness end example, we will iilustrate such a cal-
culation here. Baird and Frigo6 have determined some representative values
for loop pickup, and Chapter 3 of this manual discusses pickup mecheanisms in
detail. It will suffice here to state the nrecessary results, describing
maximum open circuit voltage and short circuit current for extzrnal loop pickup.

5-22
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The radius of the loop is 2 ft.

= & / ¥
e a9 (5.23)
lgg, max = U1.6A (5.24)
where
v = Maximum open circuit voltage developed in the
oc, max X .
circuit loop
T = Maximum short circuit current developed in the

circuit loop

A loop, illuminated by EMP penetrating a door or hatch, can collect encugh
energy to damage or upset electronic equipment. Thus, in EMP-critical areas,
the number and size of apertures should be kept to a minimum and all should dbe
protected. §

P i T A

5.3.5.2 Hardening i

Hardening techniques for air vents will be considered first. These {
concepts may be applied equally to vents penetrating ship bulkheads or
equipment cabinets. Figure 5.13 illustrates one hardening scheme utilizing
wire screening as a shield. Note that paint, oil, etc. must be removed from
all mating surfaces prior to assembly. Also note the use of a molded RF gasket;
if the assembly is ever taken apart, this gatket should be replaced.

figure 5.14 illustrates the use of honeycomb shielding material. This is
simiiar to metal screen except that the honeycomb protrudes into the duct. As
shown in Figure 5.14, the molded gasket may be eliminated if the metal retaining
plate is welded rather than bolted to the enclosure. Honeycomb tubes act as
waveguides below cutoff and offer several advantages over screenirg.

Figure 5.15 graphs the shielding effectiveness of several honeycomb
materials. Steel and cadmium-plated aluminum provide the best performance.

Figure 5.16 compares the attenuation or wiive mesh to honeycomb. Horey-
comb and very fine screening are best. Note, however, that for equal shiclding
effectiveness, the honeycomb presents much less resistance to air flow.

‘ne treatment of windows is similar. Wire screen mey be used either
internally or externally to the glass, or conauctive coatings may be deposited
on the glass. In either instance, the ccnduetive medium must make good
electrical contact with the bulkhead of the ship, and a molded RF gasket must
be used. Typical commercielly avajlable conductive coatings on glass or
transparent substrates can provid¢ 90-100 dB of attenuation for electric (E)
fields over a frequency range of 10 kHz to 100 MHz. Magnetic (H) fields below
100 kHz are only attenuated 15 to 20 dB. Visibility through these ~oatings
may be between 65% to 90810, 1In genersl, the coatings are stable, will not
oxidize and are not sensitive to light or water. If better visibility is
required, sensitive equipment must be hardened or located elsevhere.
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Fig.3.13 METHOD OF MOUNTING WIRE SCREEN OVER
AN APERTURE (REF.5)
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o

Metal Partitions Welded, Brazed
Or Soldered At Each Intersection

\ ™

1 Closed Cells (Square Or Hexagonal)
-1 ( il

«— Maximum Cell Opening < A/3
' Of Highest Frequency (Shortest
Wavelength) To Be Attenuated

, Depth Of Closed Cell Depends
s ( On Ratio Of Operating

Typical Element Frequency To Cut Off
Frequency Of Cell & Attenuation
Required. Nominal Depth |s
5 Times Largest Opening For
I00db Attenuation.

Bulkhead Air Vent
( - “astener Frame Frame Welded
: Air VemY /
N ' L
“ | j <—Callor
— Cabinet Mesh Gasket »— Duct
a) Bolted Installation On Cabinet b) Welded Installation On Bulkhead

Fig. 5.14 USE OF HONEYCOMB MATERIAL FOR SHIELDING
AIR VENTS (REF.7)
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Hatches, doors and scuttles should be kept to a minimum in the vieinity of
a2 hardened area. Escape scuttles penetrating the peripheral wall of the area
should be fitted with conductive gaskets and be securely bolted closed. Whenever
the scuttles are opened, the gaskets should be replaced. Naturally all paint,
grease, etc. must be removed from the mating surfaces before installation.

The number of entries to a critical equipment area should be kept to a
minimum, preferably one. Since these entries will see freguent use, conductive
gaskets will not be adequate. The utilization of a double door hallway entrance
as illustrated in Figure .17 is strongly recommenaed. The double doors provide
redundant. shielding and should be closed at all times. The hallwa, also acts
as a waveguide below cutoff. That is, it will act as a waveguide that attenuates
the low frequency portion of the EMP spectrum. Figure 5.13 shows the amount of
attenuation the EMP will enc runter in traveling the length of the hallway. 1In
this figure, "L" represents the length of the hallway and "D" is the height or
width of the aperture, whichever is larger. As can be seen, a hall which is
approximately 18 feet long would provide about 80 dB -¥ attenuation for a "D"
of atout 6 feet.

Elevator shafts and stairwells present a major breach in structural shieldirg.
Such openings should be located as far as possible from sreas containing critical

equipment.

5.4 System Grounding Plan

Within a ship there are, essentially, two ground systems. One Is the
personnel safety ground system and the other is the electronic signal ground
system. The purposes and implementation of these systems are often in direct
conflict.

Fcr safety ground, the outermost metallic surface of all equipments connected
to the ship's electrical power, end exposed to personnel touch, should be bended
per MIL-STD~1310C to the bench/deck/bulkhead where it is located. The purpose
of this bending is to insure that no electrical potential may be developed between
the metal enclosure and the surrounding metallic structures. It is not important
if the absolute potential of "ground" is different in different areas of the
ship; it is only necessary to guarantee that hazardous voltages caanot, exist
between surfaces exposed to personnel.

The purpose of signal ground, on the other hand, is to provide a reference
level between interconnected electronic equipments. Digitrl systems, such as
NTDE, are especially level-sensitive. Thus, it is important that the absolute
potential of this ground be the same throughout its extent. It should be obvious
that the safety ground and the signal ground may be at widely differing potentials.
This will be important later.

A "Christmas Tree" or Fishbone configuration should te utilized for the
ship's ground system as illustrated in Figure 5.19. This is to avoid the creation
ot ground loops.

A digital equipment signal ground system should be installed in all major,

digitul equipment spaces. In general, these spaces would be in an EMP hardened
area. This ground system should connect to all units of the digital sysiem and
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Equipment Power, Ground, And
Signal Cables

]

\

f
Note: 1) Total Area Of Wiring 2) Each Line Includes All
Loops Is Zero In Any Eiectrical Connections
Plane. To Equipment.

Fig. 5.19 “TREE" WIRING SYSTEM
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extend to and inciude the first digital-to-analog and analog-to-digital
converters. These converters should be located within the hardened space if
possible. Analog inpul and output to the shielded space should have balanced
terminations, as discussed in Chapter 3. Thus, the ground system does not
extend to remotely located ancillary equipments. Motor generators and RF
equipments should not connect to this ground system.

The main ground cable should be run in and between all majlor digital
equipment spaces, such as computer control areas and combat information centers.
Except for a one-point ground connection (or where signal ground is common to
cabinet ground), the main ground cable should be eslectriceally isolated from the
ship structures. 7This one-point ground connection should be in the vicinity of
the single point entry for cables and pipes, and should be in good electrical
contact with the hull/bulkhead ground. Branch ground cables should connect the
individual equipments to the main ground cable. Cable sizes and connections
should be in accordance with MIL-STD-1310C, Seztion 5, and MIL-C-915/28.

If more than one system is located in a single shielded space, all may
utilize one signal ground system, subject to the previously mentioned restrictionms.

While MIL-STD-1310C requires such a signal ground system only for digital

equipments, it is gocd EMP practice to provide such a system for each shieldnd
space, if more than une is constructed.

Figure 5.20 illustrates the type of equirment connection required on any
apparatus located external to the shielded space. In this case, the cabinet
(safety) ground must be isolated from the signal ground. Such a configuration
ghould be avoided, if possible, by relocating the equipment internal to the

shielded space or by utilizing balanced signal tarminations which eliminate the
need for the extended ground.

Figure 5.20 shows the type of connection which is acceptable within the

shielded sr~as. Safety and electrical power grounding should be in accordance
with MIL-STD-1310C,

5.5 Conclusions

The most cost-effective approach to EMP hardening is, in general, to locate
as much sensitive, mission-critical equipment in hardened areas as possible.
This approach saves money during initial cutfitting and increases the flexibility
of the ship since future equipments may also take advantage of the shielded

area(s). The following is a summary of recommendations concerning the location
and construction of hardened areas.

® Steel is superior ‘o aluminum as a shield, thus, hardened areas
should be located be.ow decks when possible.

® The shielded area should be located approximately mid ship.

° Thesge ereas should be situated as far as possible from elevator
shafts and stairwells.

] The present ‘ontinuously welded steel construction used on Naval
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Cabinet Cabinet Cabinet Cabinet f

[___
g:;’l’:" Signal Signal ! Signal Signal !
GrounZ\ round Groun ’_J ‘Groun .iGround i

< L L. L 2
|
B 7 ?
_‘\Slnglo-Polnf \Maln Ground {
= Ground Cabie i
3 3 \ a
a) Signai Ground Isolated From Cabinet Ground Y
3
|
Cabinet Cabinet Cabinet Cabinet
Cabinet i;}
Safety Signal Signal Signal
| Ground Ground Ground Ground h
’ !
§
& * + = ) H
\Innrnal Ground ._L\Slnglo-Polnf \Maln Ground %- é
Connection = Ground Cable !
b) Signal Ground Common To Cabinet Ground

Fig.5.20 GROUND SYSTEM FCR CRITICAL EQUIPMENT
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ships will allow nc significant direct EMP penetration. Thus, the
ship designer may concentrate his attention on hardening apertures
and cable/pipe entries.

Perimeter walls and decks of “he hardened area must be a minimum
of 1/4" steel.

Pipes, conduits, cables and air ducts not terminating in the
shielded space should not be routed through it.

Access to the space should be via a double-door entry. Preferably
an interlock syster should be provided to prevent the opening of both
doors simultaneously.

Escape scuttles in th- peripheral walls of the area must be hardened.

It is recommended that the hardened area be provided with a separate
blower system, drawing and exhausting ventilation fror an adjacent
corridor. This would eliminate the need to penetrate the peripheral
walls with ducts.

Intake and exhaust vents opening onto the adjacent corridor should
be protected with honeycomb material.

A low impedance single point ground system should be provided in
each hardened area for electronic equipment.

All pipes, conduits and cables entering the shielded ~rcs should do

so via a single point entry. For a small shiclded area, & heavy metal
cabinet which is continuously welded to the outside of a peripheral
wall will be adequate. For a large space, a small adjacent compariment
nust be allocated to serve as a cahble vault. The cabinet/vault must

be large enough to accommodate proteztive devices for every penetrating
condustor.

Access to the vault/cabinet should not be through the perlpheral wall
of the haidenad area.

No epertures, other than those discussed above, may penetrute the

boundary walls/decks of ‘the hardened area. Thus, expansion joints,
roles or perforations may not be placed in these structures.
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CHAPTER 6

RETROFIT HARDENING

6.1 Susceptibility Classification

The application of EMP hardening technigues is more difficult for a ship
which is already in service than for one which is in the design stage. This is
due to the constraints imposed by structure, space, equipment location and cable
routing. To maintain the cost of retrofit hardening at a reasonable level, it is
imperative that a systematic approach be used. This requires the compilation of
a Centers and Systems Ranking table ar discussed in Section 2.2 of this manual.
The information contained in the ranking table spotlights those centers and
systems which require attention.

The decision to harden a particular system is based not only on need, but
also on cost. The costs involved in retrofit hardening are generally greater
than those incurred if hardening is included in initial design. Cost reductions
which also result in protection level roductions may be a waste of the total
money invested in the hardening,since & system which is "almost safe" will likely
fail during an EMP event. If the cost to harden all of the systems which are
selected from the ranking table is prohibitive, & priority ranking on mission
criticality may be necessary.

6.2 Appliceble Hardening Technigues

6.2.1 Shielding

As discussed in Chapter 5, the basic construction of a ship provides a
considerable amount of natural shielding. The violations of this shielding occur
due to apertures (hatches, windows, ducts, etc.) and conducting path penetrations
(cables, pipes, etc.). Free Tield levels in a compartment are augmented by
direct penetraticn through epertures and by reradiation from conducting energy
paths.

The treatment of apertures in retrofit is similar to initial design pro- i
cedures. Windows which are in critical areas should be covered with a trans-
parent conducting film or a wire mesh. This conductive covering must maks good
contact with the bulkhead around the entire periphery of the window. Escape
hatches should be fitted with a conductive gasketing around the entire periphery. H
This conductive gasketing may also be utilized on doors. However, frequent
inspection is required of gasketing used on doors due to degradation caused by
opening and closing of the door.

Wr e

A Tetter procedure for increasing the shielding effectiveness of dcorways is
to use a doublie door system. Obviously, space limitations may eliminate this
method from consideraticn. To obtain greatest effectiveness from this procedure,
the doors should not be located opposite one another.
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The insertion of a conducting honeycomb is recommended tc minimize :ield pene-
trations through duct openings. The honeycomb acts as a waveguide below cutoff for
the frequency range in which most of the EMP energy occurs and provides a large
amount of attemuation of this energy.

In some cases, the most o3t effective solution to the improvement of shielding
effectiveness is to construct a shielded enclosure within a compartment and place /
critical equipmen* withir this enclosure. Only those cables and power lines associ-
eted with the equipment would enter the enclosure via a single point entry, with
cable and power line shieids well grounded at the entry.

6.2.2 Conducting Energy Paths

Cables and cable-like structures such as water, sewage and fuel pipes, provide
a conducting path for energy flow. Energy which is coupled to these paths may be
applied directly to input circuits of equipment via the signal conductor or may be
reradiated in the equipment areavia sheath current. As in the case of initial
design, the most effective solution to the problem of EMP energy on conducting paths
is to reduce the exposure.

Cable runs which are located above the main deck receive the greatest exposure
and, therefore, must be given first consideration. All such cables should be
routed within an electromagnetic shield such as the mast, the superstructre, solid
conduit, or raceways. The use of raceways to protect cables which are not within
any other shielding structure is probably the most viable retrofit procedure when
compared to the cost and time required for rerouting within the superstructure or
adding solid conduit. To provide intended protection levels, the entire length
of the raceway must be properly welded to the structure along which the cable is
routed (mast, bulkhead, deck, etc.).

At the points where cables enter the superstructure or the main deck, it is
recommended that a ceble vault be constructed to accomplish proper grounding of
sheath currents. In addition, protective devices such as surge arrestors and fil-
ters can be installed ¢n the terminal bnard within the vault to reduce transmitted
EMP energy on the cable and power leads. Conducting cable-like structures should
be peripherally welded at their prints of entry.

The energy which appears on cable conductors originates on the cable shield or
on antennas. Enclosing the cables in a shielding structure, as previously dis-
cussed, will minimize the energy on the cable shield. To minimize energy .ransfer
from antennas to equipment areas, it is recommended that a relay system be installed
to discornect the feed cable at the antenna base when the antenna is not being used
for transmission or reception.

Reradiation, which increases the free field strength, and cable interaction,
which couples energy between cables, are the major problems ir internal areas of
the ship. Cables which have picked up EMP energy on their sheeths will reradiate
a portion of this energy in the form of tree fields or will directly transfer a
portion of the energy if contact is made to another conductor. The radiated fields
may couple into equipment in compartments or may couple into other cables. Contact
between armor sheaths of cables in the same bundle allows direct transfer of energy
between cables.
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Both reradiation and direct transfer between cables are problems associated
with cable routing. It is not possible to eliminate reradiation. However, if
cables which have been exposed to EMP energy are udot routed through compartments
containing susceptible equipment, the reradiated fields will not produce detri-
mental effects. Similarly, it cables which have been exposed to EMP energy are
routed in burdles which are separate from those cables which have nut been exposed,
energy transfer to the unexposed cables via coupling and direct sheath contact will
be minimized.

When modifications are made, it is not reslistic to assume that a complete
cable system rerouting can be performed. However, it should be possible to re-
route some cables around compartments which contain critical equivment. In
addition, the separation of exposed and unexposed cables snd the containment of re.-
radiated fields may be accomplished by the construction of raceways around the
separated cable bundles. These raceways are of particular importance incri’ical
areas,

6.2.3 Grounding

The grounding scheme which is recommended for EMP energy control is the single
point ground. As in the case of cable routing, a complete change in ground plan in
a retrofit situation to coaform to recommended practice for new construction is
neither realistic nor advisable. In a complex system it is all too easy to over-
look or incorrectly predict ground paths when changes are made,with the result
that equipment is more susceptible or possibly does not even operate coirectlyafter
the changes have been made.

The best procedure for retrofit treatment of grounds is to provide proper
grounds where they were required in the initial construction and installation.
This involves such items as replacement of connectors which do not provide peri-
pheral shield contact, replacement of ground straps which have become corroded,
are too lorng, or are too narrow, and replacement of main or branch ground cables
which have deteriorated.

6.2.4 Eguipment i

In dealing with electrical equipment there are three approaches which may be
used fcr decreasing the vulnerability to an EMP transient.

o Redundancy
e Replacement
® Relocation
These methods may be ~pplied ceparately or in combination.

The simplest procedure is to provide redundancy by carrying spare equipment
as backup for equipment which may be damaged by the EMP energy or by any other
electrical or mechanical transient. This method provides protection in tne sease
that the ship may remain on active duty after sustaining equipment damage, but
continuity of full) capability is interrupted for the length of time required to
perform equipment interchange.




et -

NSWC/WOL/TR 75-193

A second method for decreasing vulnerability is to replace original apparatus
with equipment which has been specifically designed to withstand EMP environments.
Such equipment utilizes built-in protection devices, components which have high
damage thresholds, circuit designs which are not prone to upset, and have proper
shielding incorporated in the housing.

Another method for obtaining EMP hardness is to relocate equipment from an
area of high EMP exposure to areas where EMP energy is less prevalent, such as
below the main deck or in specially shielded compartments. However, because of
the cost and redesign effort necessary to interface the relocated equipment with
its asscciated auxiliary systems, strong justificatior must be made before this
approach can be implemented as a retrofit effort. The decision as to which
equipments or systems should be relocated in a retrofit hardening effort depends
on many factors which include but are not necessarily limited to the following:

. EMP susceptibility

° Criticality to ship's mission

° Redesign and reconfiguration necessary

. Availability of alternative locations aboard ship

° Effort and cost to relocate equipment being displaced.

Apparatus which requires adjustment or tuning such as transmitters and
receivers, and apparatus which provide visual display or audio output of infor-
mation are generally located in accordance with the battle station which they
serve and cannot be moved for strategic reasons. However, support equipment
such as computers are prime candidates for relocation if their present location
is an area where high energy levels could result.

The movement of equipment will reguire rerouting of cables and, possibly,
additicnal cables. It is important that these new cable runs be well shielded

using conduit cr raceways so that energy levels are not increased in previcusly
" "
safe’ areus.

6.2.5 Protective Devices

The use of protective devices (filters and breakdown devices) for retrofit
hardening is u relatively simple procedure., These devices should be installed at
external locations such as antenna bases and cable entry points (cable vaults)
to shunt and reflect energy before it reaches internal areas. Correct installation
practice is discussed in Sections L4.2.4 and k.3.3.

It must be kept in mind that protective devices act to limit conducted energy
of the cable core. fiowever, the enerygy contained in direct field penetrations
through avertures, and that contained on poorly shielded and grounded cable sheaths,
can easily exceed the conducted core energy. Therefore, the use of protective
devices alone will generally not provide the required level of EMP retrofit
hardness.
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GLOSSARY OF ACRONYMS AND ABBREVIATIONS

Alternating Current

Direct Current

Electromagnetic Compatibility

Electromagnetic Interference

Electromagnetic Pulse

Electromagnetic Pulse Radiation Environm:-nt System Simulator
Fourier Transform Method

Hazards of Electromagnetic Radiation to Ordnance
High Frequency (3 to 30 MHz)

Low Frequency (30 to 300 kHz)

Lumped Parameter Network

Medium Frequency (.3 to 3 MHz)

Military Standard

National Comsec/Emsec

Naval Surface Weapons Center

Radio Frequency

Radio Frequency Interference

Singu’ rity Expansion Method

Designation for Compromising “manations

Very High Frequency (30 to 300 MHz)
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{ Amplitude Limiters: Cable Coupling (continued):
I Applications, L-47 through L-51 E-field penetration, 3-36
Installation, 4-51 through 4-57 Energy pickup, 3-60 through 3-62
Semiconductor Jjunction, 4-31 through i-ficld penetration, 3-36
L-38 Matched termination, 3-51
Spark gap, 4-28 through L-31 Sheath current. 3-36, 3-51 through 3-55
| Varistor, 4-38 through L-k7 Shorted termination, 3-55
' Transmissizn line model, 3-L9
) Antennas:
| Cylindrical, 3-17 through 3-21 Estle Frotaciston:
f! Dipole, 3-11, 3-1k, 3-15 Bonding, 3-70, 3-T1
Loop, 3-15, 3-16 Cacrier transmission system, 3-72
Reflector, 3-21, 3-27 Conduit, 3-62 through 3-65
energy collection, 3-28, 3-29, 3-30 Damping schemes, 3-T2
reradiation, 2-30, 3-31, 3-32 Ducting, 3-62 through 3-65
Noy -conducting cabling, 3-T2
Antenna Analysis Methods: Penetration treatment, 3-T0

Routing 3-68 through 3-70

Fourier Transform, 3-4, 3-17, 3-21 Shielding, 3-62 through 3-68

' Landt, 3-6 through 3-9

Lumped parameter network, 3-4, 3-6,
3-17, 3=21

Singularity expansion, 3-6

Compton electrons, 1«2

Current:
Antenna Hardening Techniques, 3-32, 3-35 Follow current,
deriniticn, 4=27
Apertures: diode, 4-38

spark gap, 4-31, L-33
varistor, 4-U3
Leakage current,
definition, k-27
diode, 4-38

spark £8P, b"31

Analysis, 5-19, 5-22, 5-23

Cable shields, 3-39 through 3=kl
3-43 through 3-49

Hardening, 5-23 through 5-27

Eahles: varistor, L-43 through L-L6
Analysis, 3-49 through 3-62 Surge current,
Core current, 3-36, 3-58 through 3-59 definition, L-27
Modeling for analysis, 3-49 through diode, L-3k, L-sf
3-51 spark gap, U4-31
Penetration mechanisms, 3-39 through varistor, 4L=43 through L-Lq
3-49

Sheath current, 3-36, 3-51 through 3-55 Damage, fvnctional, 2-5
Shielding, 3-62 turough 3-68

Double-door entry, 5-27, 5-28
Cable Coupling:

Core current, 3-36, 3-58 througk 3-59
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INDEX (CONTINUED)

EMP:

Spectrum, 1-7, 1-8
Surface coverage, 1-2, 1=k
Waveshape, 1-7, 1-8

Filters:

Active, L-13

Applications, 4-13, L-16
Calculation, 4-16 through 4-23
Dissipative, 4=7 through 4-13
Ferrite, 4-7, 4-9 through L-13
[nstallation, L4-23, L-2k, L-25
Nondissipative, 4=5, 4-6, h-7
I - type, 4-5, L-6

Fir, 4-13, L-15

T - type, L=5, L-6
Transmission line, L-7

Gamma:

Absorption layer, 1l-¢
Rays, 1-2

Grounding plan, 5-27, 5-30 through 5-32

Lead inductarce, 4=51 through L-S57

Polarity (amplitude limiter):

Detinition, L-27
Diode, k=31, L=l7
Spurk gup, 4-28
Varistor, h4-38

Retr.fit hardening, 6-1 through 6-U4
Saturation, ferrite core, L-13
Deams, 95«17

Shield:

Cuble, 3=-62 through 3-68

Construction, 56

Effectiveness, 5-0 through 5-11,
5«16

Honeycomb, 5-25, 5-26

Screen, 5=25, 5-26

Chunt capacitance:

A R R R, i~y
CLATIlVi0Tiy =

Diode, L=38

bl
;-

Shunt Capacitance (continued):

Spark gap, 4-31
Varistor, 4-43, L-lL7

Single point entry, 3-70, 5-6, 5-7
Skin depth, 5-8, 5-1k

Spectral limiting, 4-2, 4-3
Standards, 2-8 through 2-12

Surface transfer impedance, 3-58

Susceptibility ranking, 2-2, 2-3, 2-4

System:

Compact, 5-4, 5-5, 5-6
Distributed, 5-2, 5-3, 5-4
Partitioning, 5-2, 5-3

Transfer impedance, see "Surface
transfer impedance”

Upset (system), 2-5

Voltage:

Clamping voltage,
definition, L-27
diode, L4-34
spark gap, 4-28
varistor, 4-43
Extinguishing voltage,
definition, L-27
diode, L-34
spark gap, 4-28, b-31, k=32
varistor, L-U3
Static breakdown voltage,
definition, h-27
diode, Lo3k
spark gap, 4-28, 4-29
varistor, 4-U3
Surge breakdown voltage,
definition, L-27
diode, L=3h
spark gap, 4=-28, L4-30
varistor, 4=UL3

Waveguide below cutoff, 5-23

Zoning, 2-T7, 2-8, 5=1, 5=

3/7-4
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APPENDIX A

ROUGH ESTIMATES OF PEAK CURRENTS USING PROCEDURES
BASED ON LANDT'S METHOD

Tne following are rough estimates of peak currents for six different
typlcal antennas and antenna-like structures. The calculations used to
obtaln these estimates are based on the method developed by Landt, which
was described in Jection 2.2.1.k of this text. Note that in Example 1 below,
the unit vector, k, denotes the direction of wave propagation.

Example !

Antenna Geometry

r—_‘—"“—“;[ i

c
k
[ 0.01347m
&(1)
Wavelorm Of Incident Field
e(t),V/In
)
5x104
v |

- ¢

——
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Steps of Calculation

(1)
(2)
(3)
(1)

(5)

(6)

(1)

(8)

(9)

Exaomple 2

Wire radius a = 0.0067L

Wire length £

1.0
Time of reflection t, = £/2c = 1.67x10™2

Rise time t; = 0
b
2

Write T = = 0.833x107°

t, 5
Estima‘cef e(t)at = 8.35x10
0
Calculate % = 37.1

From Figure A.1l, find h(-"'f) = 1.06::106

t
Obtain peak current I =h (g-)j 2 e(t) at = 88.5 amps
reak a 0

Antenna Geometry

i"—“—-—'l8(.)""—-——"]—i
@ J_!.

0.2m
Waveform Of Incident F.eld
e(V/m)
5x104
| %o
' 10ns Ius !

A-2

e
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NSWC/WOL/TR 75-193

1 Ijl' ¥ Flll ] IIII ] I'Ill L llll LR LLE

1 lj_ll A1 lLJJ 1 lLll 1 llll 1 llll 1 ) - |

10 102 103 104 io% 10%
C‘r/q

IMPULSE RESPONSE OF THE CURRENT ON AN INFINITE
WIRE WHEN ILLUMINATED FROM BROADSIDE BY A
PLANE WAVE

A=3
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Steps of Calculation

Exomple 3

.~
a

Wire radius a = 0.l

Wire length £ = 180.

Time of reflection t, = g% 3.0)(10"7

Sketch the approximate incident waveform

tus)

Rise time t = 1078

t) -2
Estimatef e(t) at = 1.28x20
0

tg—t
> L . 1.usx20”7

T =
cT
Y 435

From Figure A.l, h(%}) = O.73x106

= G t2 u Qh
1 peak n(%) Jf . e(t) dat = 9Lo0 A

Geometry Of Antenno-Like Siructure

: r—!I.Zm—-I 1
L‘; )I.Ofm

Iy,
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Waveform Of Incident Field

e(V/m)
5x104

-V

1
~V'IOns ins

Steps of Calculation

(1)

Sketch the approximate antenna model

(2)
(3)
(4)

Wire radfus a = 0.51
Wire length £ = 11.2

Sketch the approximate incident waveform

5x104F

.
—

Y10 19 ns

(s)
(6)

(1)

(8)
(9)

Time of reflection t, = -2% ® 1.9x107

Rise time t; = 1078

t,-ts

T . -—23-’: = o.!u,'xlo‘8
cY a

= 2.65

From Figure A.l, h(c—a‘- = 2.1x0°

A-5
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t,

0

i

(10) Estimate J e(t) at = 7.0x10"

(i1) I = n(h) *2 (t) at = 1470 A
~ peak a 0 ¢

Excmple 4
Geometry Of Structure
r—22.6m———-| ‘
VWA 3m
\ !
Wire Rad= a$ 508
0.0254m k =

Waveform Of Incident Field

e(V/m)
5x104

10ns Ius

Steps of Caiculation

(1) Sketch Approximate Antenna Model

r—-—zz.sm-——'l 1
} ) 3m

!

(2) wire radius a = 1.5

(3) Wire length & = 22.6

A-b6
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(4) Time of reflection t, = £/2¢ = 3.76 x 1078

(5) Sketch the appreximate incident waveform

5x10%
1 [ —
10 376 t(ns)
L
rf ( (6) Rise time t; = 1078
’ t -t
' (1 < = 22 L = 1.38x10°8
er _
(8) a - 2076
( cT 6
(9) From Figure A.1, h(;;) = 2,0x10

t -3
(10) Estimate-]’ e(t) a&t = 1.63x10
0

t
_ (231 2 -
M) I, = fo e(t) dt = 3260 A

3

(12) Loading G, = L« sox10”

L Z

Y
1Y)

Ipeak 3

(13) calculate Geff = . — = 6.7x10
i[ e(t) at
0

( (14) Calculete the lcad current
GL
I & —=—Z2— 7 = 2Lhko A
L GL*Geff peak

A-7
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Geometry Of Antenno-Like Structure

Wire Rod. 36m——’l
= 0.003i7m F—I96m—'| _L
i | | Im
| 400 f
e

Wavetorm Of

incident Field

e(V/in)
5x10*

Steps of Calculation

(1)

Sketch the approximate antenna model

3em
G|
Sum Of These
T Currents

L— 19.6 m—-l

Wire Rad.
0+0.003I7m

(2)
(3)
(L)

Wire radius a = 0.00317
Wire length ¢ = 36, 19.6

Sketch the approximate incident wa>.form

5x10*

A —=
10 33 60

tins)

(5)

8

Time of reflection to = L . oo , 3.3x10°

2c¢

A-8

8

i

st B e o o

£
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Dot

(1) v = = = 2.5x10 ", 1.65x10°8

(8) % = 2366,1562

+

r o~ - .
(9) Estimate | ° e(t) at = 2.75x1073, 1.4x1073
H

6 6

(10) From Figure A.1, h(-‘f—) = 0.58x10°, 0.63x10

[
40

e(t) dt = 1595 + 882

3

y ( (12} Loading G, = 25x10°

1
L Z

L st -3
(13) Calculate Cupp = ~Jt’r3 = 1.98x10
e [ 2 oty at
4 0

(14) I, = —=— 7 = 2295 A

Example €

2 Wire Rad.=
04m

Waveform Of Incident Field

( e(Vv/m)
5x10¢




.

Steps of Calculation

NSWC/WOL/TR 75-193

(1) Sketch the approximate antenna rodel

;i——msemw—tl |
—F

0.8m

(2)

Wire radius a

(3) Wire length £

0.k
68

(L) Sketch the approximate incident, waveform

Sx104

(5)

(1)

(8)

(9)

(11)

Time of reflection t, = 2 1.3a07

(6) Rise time t. = 130

-8
1

2 -8
5 5.15x10

Estimate £ e(t) dt = 5.4x10"3

I

pe&k

0

ts
0

= h(%‘-) e(t) at =

A-10

(10) From Figure A.1, h(ﬁ}) = 1.05x10°

5670 A

“—
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APPENDIX B

NUMERICALLY RIGOROUS CALCULATIONS OF
EMP PICKUP BY HORIZONTAL CABLES

In this Appendix, the load currents for both the shield and the inner conductor
at x = 0 and x = £ are calculated for the model of the horizontal cable shown in
Figure B.1. 1In order to determine sensitivities to the major pcrameters (length,
helght, load and diameter), currents are calculated for several parametric varia-
tions.

The conductive plane considered here which could be the deck of a ship or other
highly conducting metal structure associated with the cable system is assumed to be
a perfectly conducting plane. The conductjvities of most metals such as aluminum
and mild steel are high in the range of 10° to 107 ohms/m. Hence, the assumption
that the plane beneath the cable is a perfectly conducting plane is not too unreal-
jstic for a ship.

To facilitate the analysis of coupling and/or penetration of the EMP on cable
systems, it is convenient to represent the waveform given in Figure B.2 mathematic-
ally oy a double exponential of the form:

E(t) = Eo{e-c‘t - e Bt} (volts/meter) (B.1)
wiere

t = time in seconds

o = 1.5 x 10% (sec™))

B = 2.6 x 108 (sec-l)

and the electric field intensity E is normalized to unity for convenience, and the
magnetic field intensity is given as:

H(t) = E(t)

(amps/meter) (B.2)
0

where . is the intrinsic impedance (377 Q) of free space.

The rise time, t ., of the FMP pulse in this expression is on the order of 10 ns
and the fall time, tfl is about 2 ucec.

The EMP amplitude spectrum covers apn extremely broad frequency range extending
from very low to microwave frequencies. The rete of attenuation of the amplitude

B-1
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spectrum is shown in the rlot of Figure B.3, where the break frequencies are deter-
mined by the time constants of the EMP waveform given in Equation (B.1). This plot
is obtained from the log-magnitude of the Fourier transform expression of Equa-
tion {(R.1),

It is impurtant to note that the spectrum obtained is almost constant below the
HF range. From the standpcint of equipment, this means that EMP is difficult to

filter and can couple into electronic 2ircuitry over a wide range of frequencies.

B.1 Sheath Current

Calculations of the transient response to the EMP of Figure B.2 for various
important cable parameters have been performed by IITRI with the aid of a digital
computer. In the calculation, the cable is considered to be an RG-8A/U coaxial
cable and cable losses are included. Some of the results are presented below:

Cable Length

Figure B.L shows the effect of the length of an RG-8A/U coaxial cable on the
sheath current tor the case of broadside incidence and matched conditions, i.e.,
Zy =7 =23. The cable considered is 15.24 cm (6 inches) atove the perfect con-
ducting plane which correspinds to a cable-plane characteristic impedence of about
203 ohms.

As indicated in the figure, the magnitude of peak current incresases as the
cable length increases. However, the increase of peak current is not linear with
respect to the cable length. In fact, the peak current tends to saturate at about
0.7 mA when the cable length is longer than 200 meters. In using this figure, it
must be remembered that the incident EMP electric field is normalized to unity as
compared to the nominal EMP threat of 50 kV/m. Thus, currents of about 35 amps
can be expected for a horizontal cable of 200 meters.

For matched conditions, the sheath currents at both ends of the cable, x = 0
and x = £, are found to be identical. From & physical point of view, this is ex-
pected because of the symmetric properties of the cable configuration and the exter-
nal excitation.

The shape of the current waveform would be expected to depend on the cable
resonance characteristics. As indicated in Figure B.S5, the pulse duration, which is
defined here us the time of the current's first zero crossing, is given by the rela-
tion Ld = 2/c, where £ is the cable length.

In order to provide the reader with the detuils of the transient characteristies
in addition tc the peak curreut values, computer results of all the current responses
are precented in Figures B.6, 7, 8 and 9 for £ = 25, 50, 100 and 200 meters, respec-
tively.

Height

As shown in Figure B.10, the peak magnitude of the sheath current increases
monotonically, as the height, h, increases. This is true becuuse the loop, consist-
ing of the cable and the conductive plune, becomes bigger as h increases. This, in
turn, increases the magnetic field pickup. The results of Figure B.1l0 are valid for
broadside incidence only. ‘lhis, however, would represent the maximum cable pickup.

B-4
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Load Impedance

The effect of load impedance ¢: ‘he steath current is plotted in Figure B.1l1l
as a function of Z;, the load impedsar e for the sheath at x = 0, when the imped-
ance Zp at x = % is mwatched to the clirracteristic impedance and £ = 50 meters.
The currents at x = 0 and x = & are .5t equal unless Z; = ZO' For Zl # Z5, the
entire cable configuration is not syr: etric, although the symmetric property of
excitation still exists for broadside incidence.

The resul.s obtained reveal that the sheath current at x = O decreases as Zq
increases. Increazing Z; by a factor . f five causes a decrease in the load current
at x = 0, a3 evidenced by Figure B.11, by a factor of approximately 1.5. However,
the change of the load current at x = £, which is also shown in the figure by a
dotted curve, becomes less marked as Zy is changzd. The fact that a decrease in
load impedauace Z) results in an increase in the lvoad current at x = 0 implies that,
for cables terminated by matched impedance at x"= %, the short-circuit condition
at the other end of the cable (x = 0) will draw the largest current. In this case,

an EMP threat of 5C kV/m, for example, would produce a peak sheath current of about
64 amps.

In connection with trarsient waveforms, the details of cable responses for
Z; = 0 and Zl = 123 Q, showr in Figures B.12 and B.13, respectively, are presented
here for comparison. In either case, the cable is considered to be illuminated by
a broadside EMP.

Cable Diameter

The calculation of sheath currents for increasing cable diameters exhibits an
increase of peak sheath curreuts. This fact is clearly illustrated by comparing
Figure B.l4 to Figure B.1ll which is a plot of peak sheath current versus cable
length when the cable diameter is twice that of an RG-8A/U coaxial cable. For
example, increasing the cable diameter by a factor of two would cause the peak
sheath current to increase from 35 amps to 42 amps, if the cable is 200 meters
long and the incident EMP is scaled to 50 kV/r.

B.2 Core Current

This section presents calculated results for an RG-8A/U coaxial ceble. Beccuse
of the wide scope of cables and their shielding, the data presented might be consid-
ered illustrative rather than a firm description applicable to all conditions on a
ship.

Cable Length

The effect of cable length on the core current is shown in Figure B.15. Re-
sulte ace obtained for an RG-8A/U cable suspended at a height of 15.24 cm (€ inlhes)
above the deck of a ship. The cable shields are assumed to be shorted at the ends,
and the core-to-inner shield terminal is_assumed to be matched to the characteristic
impeda.ce of the cahle, i.e., Z; = Z, = Ly where Zg is approximately 50 ohms for
RG-8A/U cable. The transfer impedance is determined from results of tests performed
av IITRI using a triaxial tester.

B-13
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Like the sheath current, the core current increases as the cable length
increases. However, it should be noted that the entire waveform of the core cur-
rent is much different from that of the sheath current. Plotted in Figures B.16
and B.17 are the responses of the core current for cable lengths of 25 and 50 meters
respectively. It is interesting to see that the pulse waveform exhibits no zero-
crossing until the very late time, as indicated in the figures.

Height

Figure B.18 shows the core current at x = 0, as a function of cable height,
wbich would result from & cable with core-to-inner shicld load impedances matched
at x = 2 and shorted at x = 0. The cable shields are assumed to be matched at both
ends, and the cable length is taken to be 50 meters long. As would be expected,
the core curren: increase:z linearly with respect to the height. The response wave-
forms in this case do show a zero crossing at about 265 nanoseconds in the early
time, as shown in Figures B.19 and B.20. The reason for the difference in waveforms
between Figures B.17 and E.19 is most probably due to the multiple reflections from
the differeut loads used in the calculations.

Load Impedances

Shown in Figure B.21 are the peak core current plots as a function of the core-
to-inner shield load, Zp, at x = %, when tue load at the other end of the cable 2y
is shor.ed. Both core currents at x = 0 and x = % are shown in the figure. 1In
either case, the 50 ohm cable suspended at a height of 15.24 cm above the conducting
vlane is taken to be 50 meters in length and the outer shield-to-ground impedances,
Z, and Zp, are shorted.

The peak current plots of Figure B.21 show an increase in core current at

x = %, as the core-to-inner shield load Z, is decreased. The peak core current at
x = 0, however, shows only a slight change as 22 is changed. Examination of the

calculated results also reveals_that the response waveform, in general, is sensitive
Lo a change in load impedance, Z,. This is clearly shown in tie plots cf core cur-
rents at x = 0 in Figures B.22 and B.23.

The current in a matched load at one end of a cable is greater if the other end

cf the cable is terminated in a short circuit, as in Figure B.21, than if the other
end is also terminated in a matched load, as in Figure B.15.
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